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PREVENTING CHEMICAL TERRORISM: BUILD-
ING A FOUNDATION OF SECURITY AT OUR
NATION’S CHEMICAL FACILITIES

Friday, February 11, 2011

U.S. HOUSE OF REPRESENTATIVES,
COMMITTEE ON HOMELAND SECURITY,
SUBCOMMITTEE ON CYBERSECURITY, INFRASTRUCTURE
PROTECTION, AND SECURITY TECHNOLOGIES,
Washington, DC.

The subcommittee met, pursuant to call, at 10:06 a.m., in Room
311, Cannon House Office Building, Hon. Daniel Lungren [Chair-
man of the subcommittee] presiding.

Present: Representatives Lungren, Walberg, Meehan, Long,
Marglo, Clarke of New York, Thompson, Richardson, and Rich-
mond.

Also present: Representative Jackson Lee.

Mr. LUNGREN [presiding]. Even though the time has come, we
just completed a classified briefing over at the skiff, over at the vis-
itor center. Ms. Clarke was over there, and she is on her way. I
would like to wait a few minutes before we start.

The Committee on Homeland Security Subcommittee on Cyberse-
curity, Infrastructure Protection, and Security Technologies will
come to order. The subcommittee is meeting today to receive testi-
mony from two panels. The first panel will include testimony from
the Honorable Rand Beers, Under Secretary of the National Protec-
tion and Programs Directorate at the Department of Homeland Se-
curity.

Panel two will consist of testimony from Mr. Timothy Scott, Chief
Security Office of the Dow Chemical Company, Mr. Sam Mannan,
a Regents Professor and Director of the Mary Kay O’Connor Proc-
ess Safety Center, and Mr. George Hawkins, General Manager,
District of Columbia Water and Sewer Authority.

First, I would like to welcome our witnesses to our first sub-
committee hearing under the new Republican majority. I would like
to also thank the Ranking Member of the full committee Mr.
Thompson and the Ranking Member of the subcommittee Ms.
Clarke for the bipartisan working relationship we enjoyed in the
111th Congress in this subcommittee. We will continue to endeavor
that we work in the same bipartisan spirit in the 112th Congress.

I am very happy to welcome my new Republican colleagues to
our subcommittee, Mr. Meehan and Mr. Marino. We hopefully will
be joined later by Mr. Walberg and Mr. Long. We have a veteran
of our subcommittee, Mr. McCaul as well.
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Our subcommittee will be examining many critical issues in this
Congress from the physical and cyber threats to our critical infra-
structure to radiologic and nuclear and biological threats to our cit-
ies. We intend to be aggressive in our oversight of the Department
and its many security programs, especially those that provide more
substantial security improvement for the amount of taxpayer dol-
lars spent.

What I mean by that is we are suffering from difficult budget
times. No department and no office, no part of the Federal Govern-
ment is going to be immune from that. We are going to have to look
with an even more careful eye at the effectiveness of various pro-
grams. So it is going to be a matter of setting priorities. We hope
that we will work with the Department to be able to set the correct
ones.

One of those critical issues within our jurisdiction is chemical se-
curity. In many ways, chemicals underpin our way of life in our
21st Century economy. They employ over 800,000 workers. They
produce 19 percent of the world’s chemical products.

Because of this critical economic role of the chemical industry
and the danger of these chemicals for facility workers and sur-
rounding populations due to the terrorist threat, securing chemical
facilities is a top priority for our committee.

My interest in this issue dates back to the time when I was
Chairman of the predecessor subcommittee and introduced the
Chemical Security Anti-Terrorism Act of 2006. At that time, the
chemical industry was operating under a voluntary security re-
gime, which left many security gaps because of the nonpartici-
pating facilities.

So in order to address those security gaps, I introduced my bill,
which would have established a risk-based performance approach
targeting high-risk chemical facilities. While the bill did not finally
pass the entire House, it did provide the model used by the admin-
istration and House Appropriations to craft a comprised National
risk-based security plan for all high-risk chemical facilities.

That was Section 550 of the Homeland Security Appropriations
Act of 2007. That was done in the closing weeks of the 109th Con-
gress.

The authority to regulate chemical facility security is historic
and critically important. Dangerous chemicals listed in Appendix A
as chemicals of interest, or COI, when stored or processed above
threshold quantities pose serious threats to facility workers and
neighboring populations. They are also attractive terrorist targets.

So we need to bolster security of chemical facilities and the best
way to do that is to allow the CFATS, that is the Chemical Facility
Anti-Terrorism program, to be fully implemented before any signifi-
cant program changes are enacted. In our judgment the best way
to strengthen the foundation of security that CFATS is building at
our Nation’s chemical facilities is to provide a long-term extension
of the CFATS authority.

This will provide our chemical facility partners, and we have to
be partners in this regard if we are going to be successful, those
who are spending collectively millions of dollars implementing new
security measures. We have to provide them with the assurance
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that the rules and requirements won’t change from year to year as
the CFATS program is being implemented.

That is not to say we won’t make changes as we find they are
necessary, but rather we will not look at a complete overhaul of the
regime. This will also provide the Department with a certainty that
the Congress believes chemical security will be a priority for years
to come as they continue to implement, evolve, and invest in the
CFATS program.

Another controversial issue that has emerged during chemical se-
curity debate centers on the understanding of inherently safe tech-
nology, sometimes called IST. I just want to make it clear, I don’t
support mandating a single solution security approach. IST, from
the testimony we have had in the past, isn’t something you can buy
off the shelf or simply plug in.

It is a concept; not a very well-understood concept at that. It is
a very complex process or series of procedures that should not be
mandated at least according to the testimony of the three non-gov-
ernmental witnesses today. There is no—at least I have not been
able to find a single definition of what IST is because it differs so
greatly from chemical to chemical and from facility to facility.

I do support, and I know the administration generally supports,
risk-based security solutions including layered approaches as part
of that that reduce identified vulnerabilities and would oppose
mandating specific security measures.

Requiring a specific type of security measure in many ways goes
against the very principles of risk-informed performance-based ap-
proaches. CFATS is building a strong chemical security foundation
by enabling multiple risk-based solutions and flexibility for facili-
ties to select the security approaches that best fit their unique se-
curity needs while still meeting the risk-based performance stand-
ards established by DHS.

The original bipartisan Congressional goal of these regulations
was to strike the proper balance between improving security at our
high-risk chemical facilities while preserving the economic vitality
of this critical sector.

While CFATS we would all agree still has a long way to go, I be-
lieve that the CFATS authority enabling the regulatory structure
and use today is providing our Nation the best opportunity to meet
that Congressional goal.

So in pursuit of that, I would like to thank our witnesses for ap-
pearing today. I would look forward to hearing your testimony. I
would ask unanimous consent to insert into the record the testi-
mony from Lawrence Sloan, President and CEO of the Society of
Chemical Manufacturers and Affiliates and testimony from the Na-
tional Petrochemical and Refiners Association. Without objection,
that will occur.

[The information follows:]
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LETTER SUBMITTED FOR THE RECORD BY CHAIRMAN DANIEL E. LUNGREN

FEBRUARY 11, 2011.

The Honorable DAN LUNGREN,
Chairman, Subcommittee on Cybersecurity, Infrastructure Protection, and Security
Technologies, H2-176, Ford House Office Building, Washington, DC 20515.

The Honorable YVETTE CLARKE,

Ranking Member, Subcommittee on Cybersecurity, Infrastructure Protection, and Se-
curity Technologies, H2-117, Ford House Office Building, Washington, DC
20515.

Re: Subcommittee Hearing on “Preventing Chemical Terrorism: Building A Founda-
tion of Security At Our Nation’s Chemical Facilities”

DEAR CHAIRMAN LUNGREN AND RANKING MEMBER THOMPSON: On behalf of the
members of the Society of Chemical Manufacturers and Affiliates (SOCMA), I would
like to share with you our perspective on the subject of your hearing this week, the
Chemical Facility Anti-Terrorism Standards (CFATS).

Working in a bipartisan manner, Congress enacted a strong chemical security reg-
ulatory program in late 2006. It was the sustained effort over a 2-year period by
the House Homeland Security Committee and the Senate Homeland Security and
Government Affairs Committee that drove that legislation. Thanks to this leader-
ship, the U.S. Department of Homeland Security (DHS) was finally able—6 years
after 9/11—to initiate a regulatory program to assure the security of the Nation’s
vital chemical sector. DHS and regulated facilities are still deep in the middle of
implementing these Chemical Facility Anti-Terrorism Standards (CFATS) in a fo-
cused, cooperative manner. On behalf of the most innovative component of the
chemical sector, SOCMA appreciates the interest that the subcommittee is showing
in the CFATS program by holding this hearing so early in the 112th Congress.

SOCMA strongly supports DHS’s current CFATS program. This demanding pro-
gram is now requiring over almost 5,000 chemical facilities Nation-wide to develop
and deploy meaningful security enhancements. Equally important, it has led over
2,000 facilities to voluntarily take steps reduce their risk profile sufficiently that
they no longer warrant regulation under the program. This performance-based regu-
lation protects facilities against attack without impairing the industry’s ability to
remain innovative and maintains some of the Nation’s highest-paid jobs in the man-
ufacturing sector.

While CFATS has had bumps in the road like any other regulatory program, it
is working well and making the Nation safer for all Americans. Congress can best
assure the program’s success and continued forward momentum by passing a 3- to
5-year extension of the current authorization without making any other changes.

I. SOCMA AND THE CURRENT STATE OF CHEMICAL FACILITY SECURITY

A. SOCMA

SOCMA is the leading trade association representing the batch, custom, and spe-
cialty chemical industry. SOCMA’s nearly 300 member companies employ more than
100,000 workers across the country and produce some 50,000 products—valued at
$60 billion annually—that make our standard of living possible. From pharma-
ceuticals to cosmetics, soaps to plastics, and all manner of industrial and construc-
tion products, SOCMA members make materials that save lives, make our food sup-
ply safe and abundant, and enable the manufacture of literally thousands of other
products. Over 80% of SOCMA'’s active members are small businesses.

ChemStewards® is SOCMA’s flagship environmental, health, safety, and security
(EHS&S) continuous performance improvement program. It was created to meet the
unique needs of the batch, custom, and specialty chemical industry, and reflects the
industry’s commitment to reducing the environmental footprint left by members’ fa-
cilities. As a mandatory requirement for SOCMA members engaged in the manufac-
turing or handling of synthetic and organic chemicals, ChemStewards® is helping
participants reach for superior EHS&S performance.

B. SOCMA'’s Security Achievements To Date

Maintaining the security of our facilities has always been a priority for SOCMA
members, and was so before September 11. After the tragic events of 9/11, SOCMA
members did not wait for new Government regulations before researching, investing
in, and implementing additional and far-reaching facility security measures to ad-
dress these new threats. Under the ChemStewards® initiative, SOCMA members
were required to conduct security vulnerability assessments (SVAs) and to imple-
ment security measures.
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SOCMA designed an SVA methodology specifically for batch, custom, and spe-
cialty chemical facilities that was approved by the Center for Chemical Process Safe-
ty (CCPS) as meeting its requirements for an effective methodology. SOCMA mem-
bers have spent billions of dollars and have devoted countless man-hours to secure
their facilities and operations. These investments will naturally continue for the
foreseeable future.

Many (though by no means all) SOCMA member company facilities are encom-
passed by the CFATS program. These facilities have completed their Site Security
Plans (SSPs) and are being (or will soon be) inspected by DHS to verify the ade-
quacy of those plans and their conformance to them. SOCMA is actively engaged
with DHS to accelerate and continuously improve the implementation of the CFATS
program, collaborating on new approaches to personnel surety and Alternative Secu-
rity Programs.

Many of our member companies’ other facilities comply with the Coast Guard’s
faciliStX security requirements under the Maritime Transportation Security Act
(MTSA).

Looking well beyond regulatory requirements, our members have also partnered
with DHS on many important voluntary security initiatives and programs through
the years, including the Risk Assessment Methodology for Critical Asset Protection
(RAMCAP), the Buffer Zone Protection Plans, and the Homeland Security Informa-
tion Network (HSIN). SOCMA is a founding member of the Chemical Sector Coordi-
nating Council, which has served as a model for how critical infrastructure sectors
should work together and with DHS.

SOCMA also works jointly with DHS in organizing a free annual Chemical Sector
Security Summit and Expo that brings together Government representatives, chem-
ical security experts, and industry professionals to share knowledge and best prac-
tices.

Through the Sector Council and other avenues, we and our members have devel-
oped close and open working relationships with DHS and other Federal agencies,
and with State and local governments, to exchange information and coordinate roles
in maintaining the security of our critical chemical facility infrastructure.

C. Preserving the Progress Under CFATS

While we will leave a detailed progress report on the CFATS program to DHS,
SOCMA wants to emphasize that we regard the program thus far as a success. Due
to the outstanding cooperation of the chemical sector, there has been 100% compli-
ance with the requirements to submit Top-Screens, SVAs, and SSPs—DHS has not
yet had to institute a single administrative penalty action to enforce compliance.
And as noted earlier, over 2,000 facilities—over a quarter of the preliminarily tiered
facilities—have changed processes or inventories in ways that have enabled them
to screen out of the program. Thus, as predicted, CFATS is driving facilities to re-
duce inherent hazards, where in their expert judgment doing so is in fact safer, does
not transfer risk to some other point in the supply chain, and makes economic
sense.

To fully gauge the effectiveness of the CFATS program, Congress should allow it
to be fully implemented—for all tiered facilities to fully come into compliance. Com-
pleting the program’s implementation from start to finish would provide DHS and
chemical companies the ability to assess the overall efficacy of CFATS, identify its
areas of strength and weakness, and subsequently make (or recommend to Con-
gress) any necessary improvements.

Conversely, the need for annual reauthorization of the program has created uncer-
tainty for the chemical industry, which is making large financial investments in
tools and technology in order to comply with the current CFATS standards. Without
the assurance of a long-term authorization of chemical security regulations, compa-
nies run a risk of investing in costly activities today that might not satisfy regu-
latory standards tomorrow. With statutory authority for CFATS set to expire March
4 of this year, Congress must act now to ensure continuation of the current stand-
ards and reauthorize the underlying statute for another 3 to 5 years.

II. LESSONS FROM THE 111TH CONGRESS

In 2009, Senate Homeland Security and Government Affairs Committee Ranking
Member Collins introduced S. 2996, the “Continuing Chemical Facilities
Antiterrorism Security Act of 2010,” together with Senators Pryor, Voinovich, and
Landrieu. This bill would have reauthorized the CFATS program until 2015, thus
allowing DHS and facilities to remain focused on successfully implementing that
program as quickly as possible. SOCMA strongly supported Senator Collins’ legisla-
tion.
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The House took a very different approach than the Senate, passing a largely par-
tisan bill (H.R. 2868) by a vote of 230—193 with no support from then-minority Re-
publican members—not a single vote in favor. That bill included provisions that are
fundamentally unwise and potentially counterproductive to our shared goal of pre-
venting terrorist incidents at chemical facilities.

H.R. 2868 was approved despite testimony from numerous witnesses who shared
strong concerns regarding these provisions, particularly a requirement that facilities
implement so-called “inherently safer technology” (IST) in their processes. This
mandate would have shifted DHS’s focus from securing our industry against ter-
rorism to conducting engineering and chemistry assessments, while potentially
phasing out legitimate products that improve our daily lives and enhance our safety.
The House-approved bill would have jeopardized the progress that industry and
DHS have made together thus far under CFATS.

The Senate Homeland Security and Governmental Affairs Committee shared our
industry’s concern. During a markup of H.R. 2868, the bill’s text was substituted
with Ranking Member Susan Collins’ chemical security legislation, S. 2996, which
did not include the controversial IST provision. The committee approved the sub-
stituted language by unanimous consent, but the full Senate did not have the oppor-
tunity to vote on it by the end of the last Congress. In the end, Congress extended
authorization for the current CFATS program via the continuing resolutions that
have funded the Government for this fiscal year.

III. MANDATORY IST IS AN INHERENTLY RISKY PROPOSITION

SOCMA vehemently believes that this Congress should enact legislation like that
reported last year in the Senate, thus extending the CFATS program for 3 to 5
years. Congress should not devote any further time to discussing the discredited
concept of mandatory IST. The balance of this statement explains in significant de-
tail why mandatory IST would be so unwise.

An IST mandate such as that contained in last year’s House bill would have
amended Section 2111 of the CFATS statute to require Tier 1 and 2 facilities to im-
plement “methods to reduce the consequences of a terrorist attack”—i.e., IST—
whenever DHS made specified findings about risk reduction and technical and eco-
nomic feasibility. However common-sense such a mandate might appear on the sur-
face, it is fundamentally a bad idea in the security context. Inherent safety is a su-
perficially simple but truthfully very complex concept, and one that is inherently un-
suited to regulation. Any IST mandate is bound to create situations that will actu-
ally increase or transfer overall risks. It would also wreak economic havoc on regu-
lated facilities, notwithstanding the findings DHS would have to make. Makers of
active pharmaceutical ingredients, common fuels, and other Federally-regulated
substances would be most at risk of such economic damage.

A. WHAT INHERENT SAFETY REALLY IS AND WHY MANDATING IT IS NOT INHERENTLY
BETTER

First and foremost, it is important to clarify a common misunderstanding about
inherent safety. Quite simply, IST is a process-related engineering concept, not a
security one. It is premised on the belief that, if a particular chemical process haz-
ard can be reduced, the overall risk associated with that process will also be re-
duced. In its simplicity, it is an elegant concept, but the reality is almost never that
simple. A reduction in hazard will reduce overall risk if, and only if, that hazard
is not displaced to another time or location, or result in the creation of some new
hazard.

Inherent safety is only successful if the sum total of all risks associated with a
process life cycle is reduced. This is rarely a simple calculation, and to some extent
it is an irreducibly subjective one (for example, a substitute chemical that may re-
duce explosion risks may also pose chronic health risks).

The calculation becomes even more difficult when it is being done not solely for
reasons of process safety (where accident probabilities can be estimated with some
degree of confidence) but also for reasons of security (where the probability of ter-
rorist attack is highly uncertain but certainly low). There is no agreed-upon method-
ology to measure whether one process is inherently safer than another process—
something DHS’s Science & Technology Directorate is attempting to address—in a
multi-million dollar, multi-year process that may or may not succeed. This is why
the world’s foremost experts in IST and chemical engineering consistently rec-
ommend against regulating inherent safety for security purposes.

Here are several examples of how difficult it can be to reduce overall risk when
attempting to reduce hazard:
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Eliminating the use of a hazardous catalyst

A chemical company wants to eliminate the use of a hazardous catalyst, which
is typically used in small amounts. The catalyst serves as a booster to start a chem-
ical reaction to make a building block for a drug used to treat cancer. Catalysts tend
to be hazardous by nature, which reduces the number of available alternatives. The
only way the company can initiate the reaction without using a hazardous catalyst
is to increase the temperature and pressure of the system. The overall risk of the
new system, aggravated by increasing the temperature and pressure, may actually
be greater than the risk associated with use of the catalyst, because catalysts are
typically used in small amounts and the likelihood of an accident is remote.

Reducing the amount of a chemical stored on-site

A manufacturing plant is considering a reduction in the volume of a particular
chemical stored on-site. The chemical is used to manufacture a critical nylon addi-
tive, which is sold to another company and used to make seat belts stronger. Be-
cause it is a critical component for nylon strength and seatbelt production cannot
be disrupted, the production schedule cannot change. If the amount stored on-site
is reduced, the only way to maintain the production schedule is to increase the num-
ber of shipments to the site. This leads to more deliveries (an increase in transpor-
tation risk) and more transfers of chemical from one container to another (an in-
crease in transfer risk). Economic risks are also increased since there is now a
greater chance that production could be disrupted by a late shipment.

How location and individual circumstance affect risk perception

It is difficult to describe a scenario in which moving a hazard does not result in
a simple transfer of risk from one location to another. For example, location can
highlight different risk perspectives, such as the use of chlorine, a hazardous gas
that comes in various types of containers. A commonly used example compares the
inherent safety of a rail car, which typically holds up to 90 tons, versus storage in
one-ton cylinders. Residents near the facility would probably view the one-ton cyl-
inder as inherently safer than a rail car.

On the other hand, workers who have to connect and disconnect the cylinders 90
times, instead of just once for the rail car, would probably consider the rail car in-
herently safer.

B. IST’s Impact on Pharmaceuticals and Microelectronics

One of SOCMA'’s greatest concerns with IST is the real possibility that it will neg-
atively restrict the production of active pharmaceutical ingredients (APIs), many of
the key raw materials of which are included on DHS’s Appendix A of covered chemi-
cals. APIs are used in prescription and generic drugs, life-saving vaccines, and over-
the-counter medicines. They are thoroughly regulated by the FDA and must meet
demanding quality and purity requirements. Substituting chemicals or processes
used for the production of APIs would likely violate the conditions of their FDA ap-
provals. Requiring IST could delay clinical trials while new replacement chemicals
are identified or invented, and would force API manufacturers and their customer
drug manufacturers to reapply for FDA approval of their products because of the
significant change in the manufacturing. The lengthy 1- to 4-year approval timeline
for a new or equivalent replacement chemical would be a high price to pay for Amer-
ican consumers, many of whom rely on ready access to pharmaceuticals. To meet
continuing consumer demand, API production would likely shift to foreign countries,
where the FDA is less able to monitor conformance to quality standards.

Many SOCMA members’ products are also vital to the manufacture of microelec-
tronics. Below, we offer several examples, provided by SOCMA members, of how IST
could cripple the pharmaceutical and microelectronics industries.

Lifesaving Antibiotics: Company A

Company A is a minority-owned small business regulated by DHS under CFATS.
It produces an active pharmaceutical ingredient critical to specific antibiotics used
in the treatment of a life-threatening bacterial infection. For this purpose, the com-
pany is also regulated by the FDA. Since the product’s specifications are likely not
to be attainable via any chemical substitution or altered process, if a “safer” manu-
facturing process alternative was mandated, the company would likely be forced to
discontinue production, lay off workers and increase our Nation’s vulnerability to
ba((:ite:iriological threats. The impact of a mandatory alternative would thus be swift
and direct.

Common Pain Reliever: Company B

Company B manufactures the active pharmaceutical ingredient Ibuprofen.
Ibuprofen is a non-steroidal anti-inflammatory drug (NSAID) used to treat pain and
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relieves symptoms of arthritis such as inflammation, swelling, stiffness, and joint
pain. It is one of the world’s most successful and widely-used pain relievers, and
1s listed on the World Health Organization’s model list of medicines.! Changing the
raw materials, and consequently the process, used to manufacture it presents a risk
to public health and a substantial cost for re-qualification from a technical, regu-
latory, and potentially clinical perspective.

Company B’s 32-year old process to manufacture Ibuprofen bulk active is well
characterized and controlled, and consistently makes a safe and efficacious product.
The process-characteristic impurity profile, specified under the prevailing USP and
European Pharmacopoeia compendia, is proven to have no impact to public health
by its use by millions of people worldwide. The costs derived from IST, if it impaired
production quantities or product quality, would ultimately be felt by consumers.

Microelectronics: Company C

Company C manufactures two Appendix A chemicals of interest targeted by in-
dustry critics. First, Company C uses small amounts of hydrochloric acid (HCI) in
a very high purity, aqueous form (37%) to manufacture a product that represents
almost half of the company’s revenue worldwide (~$30 million/yr). The product is
used in the microelectronics industry to manufacture integrated circuits and LCD
displays. If HC1 were not available, Company C would be unable to make its largest
product, resulting in at least a 50% reduction in workforce, which would equate to
losing 60 jobs. If the company chose to continue the business, alternatives would
have to be developed and implemented to continue manufacture of those products,
which could easily require billions of dollars of research, development, and imple-
mentation, resources that small companies like Company C, which include many of
SOCMA’s members, do not have. Additionally, Company C uses HCI to protect the
environment: Its use brings the pH of the company’s wastewater into the range dic-
tated by its wastewater permit.

The company also uses small volume products using aqueous (49%) hydrofluoric
acid (HF) that are sold into the microelectronics industry. Customers of Company
C that need HF for their products require Company C to undergo specific certifi-
cation standards as a product supplier. If Company C was forced to use a substitute,
it would immediately be out of compliance with its customers’ product standards,
which (obviously) would negatively impact Company C’s business. In some cases, the
HF is being used as a safer alternative to replace hydroxylamine (HA), the use of
which has been reduced due to the multiple explosions at HA manufacturing facili-
ties. In some cases, anhydrous HF may be necessary as water may be incompatible
with the manufacturing process. If manufacturers of microelectronics were denied
a supply of HF, there would be a negative consequence to the domestic manufac-
turing of integrated circuits and LCD displays.

The Energy & Commerce Committee’s 2009 report on H.R. 2868 attempted to as-
suage concerns like those just discussed, opining that, where mandated IST “could
result in a product that is less effective or less available to those who need it,” or
“forced the company to seek new regulatory approvals (such as from the Food and
Drug Administration) that could take years to obtain, that could mean that the cov-
ered facility could not continue its business” and “the Department must consider
such unintended consequences.”? Respectfully, SOCMA’s concerns cannot be allevi-
ated by such non-binding language. Not only would DHS not be required to follow
it, but DHS would also be free to conclude that the amount of delay required to get
an FDA approval, or the degree to which the effectiveness of a product would be
diminished, would not mean that the facility could not continue its business. After
all, a sufficiently large and flexible facility might well be able to stay in business
even though it has lost an important product or market. But this subcommittee
should not be encouraging the destruction of products and markets for questionable
benefits in this economy (or any other).

C. IST’s Impact on Jobs

It goes without saying that process or product changes will have a negative im-
pact on the jobs at facilities forced to make these changes. There are multiple pres-
sures on SOCMA’s members, not just whether there is a market that can afford to
purchase what they produce or whether they can compete with the lower wages and
resource costs in foreign countries. Chemical manufacturers are required to comply
with many State, local, and Federal regulations. Regulatory requirements cost
money, money that is used to hire workers, train them, to innovate, develop new
products, and to provide health care to them. The chemical industry is one of the

1World Health Organization, WHO Model List of Essential Medicines (March 2005).
2House Committee on Energy and Commerce, Report No. 111-205, pt. 2, at 48 (Oct. 23, 2009).
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most regulated industries in the United States. Spending money to comply with new
regulations necessarily causes companies to assess how they will pay for it. There
isn’t much available capital these days for manufacturers to take on new regulations
aimed at their very livelihood, especially small manufacturers.

Because they lack the economies of scale and resources of larger companies, small
businesses will be the most vulnerable to the IST provisions of the House bill. The
unintended consequences of this provision will not only affect chemical manufactur-
ers, but also resonate throughout their value chain. Since the economic downturn,
small businesses have been hit hard by the economic recession. Meanwhile, unem-
ployment remains high at 9 percent despite recent job gains in the last 2 months.
States in which chemical manufacturing is concentrated represent some of the hard-
est hit areas. For example, California’s unemployment rate at the end of 2010 was
12.5%. Michigan—where SOCMA has a number of manufacturing members, most
of which are small companies but which pay competitive wages—is not far behind
at 11.7%. Missouri follows at 9.5%, New Jersey at 9.2%, and Texas at 8.3%.3
SOCMA members from most of these States wrote to their Representatives last Con-
gress asking you to support the current CFATS program and oppose mandatory IST
requirements.

D. Experts Agree IST Should Not Be Mandated

As these examples demonstrate, a “simple” reduction in hazard may not nec-
essarily result in a reduction of overall risk, and a poorly constructed or incomplete
analysis could result in a “safer” alternative producing more harm than good. That
is why Government agencies and experts who really understand inherent safety
have consistently opposed giving Government the power to mandate it. This in-
cludes:

e Neal Langerman, representing the American Chemical Society—the minority’s
own technical witness at the Homeland Security Committee hearing in June of
2009.4

e Sam Mannan, Director of the Mary Kay O’Connor Process Safety Center at
Texas A&M University, in testimony before the Homeland Security Committee
on December 12, 2007.5

e Dennis Hendershot, testifying on behalf of the Center for Chemical Process
Safety before the Senate Environment & Public Works Committee on June 21,
2006.6

It is likewise instructive that the State of New Jersey, whose chemical facility se-
curity program is regularly contrasted with the CFATS program, only requires con-
sideration of IST—it does not require facilities to implement it. Congress should not
require DHS to do what all these experts have concluded is unwise, and what it
is unwilling to do directly when the public is picking up the tab.

3U.S. Bureau of Labor Statistics, February 2011.

4See http:/ | chsdemocrats.house.gov | SiteDocuments | 20090616103505-95857.pdf, p.7: In con-
clusion, the existing regulatory structure, under the U.S. EPA Risk Management program and
the U.S. OSHA Process Safety Management standard, provide strong incentives to examine and
implement IST. These programs work in natural conjunction with Homeland Security’s mandate
to enhance infrastructure security. The provisions of the Chemical Facility Antiterrorism Act of
2006 provide a sufficient legislative framework for this purpose. The most effective steps to fur-
ther infrastructure protections will likely include incentives, rather than new regulations.

5See http:/ | chsdemocrats.house.gov | SiteDocuments /20071212094415-39931.doc, Dr.
Mannan’s testimony, pp. 6-7: [IIn developing inherently safer technologies, there are significant
technical challenges that require research and development efforts. These challenges make regu-
lation of inherent safety very difficult . . . Instead of prescriptive requirements for inherently
safer technology and approaches, facilities should be allowed the flexibility of achieving a man-
ageable level of risk using a combination of safety and security options . . . Over the past 10—
15 years, and more so after 9/11, consideration of Inherently Safer Technology (IST) options and
approaches has effectively become part of industry standards, with the experts and persons with
know-how assessing and implementing inherently safer options, without prescriptive regulations
that carry risks (both as trumping other tools or potentially shifting risk). A better approach
for applying IST in security is by allowing the companies to assess IST as part of their overall
safety, security, and environmental operations and therefore, cannot be prescriptive.

6See http:/ /epw.senate.gov [ 109th | Hendershot Testimony.pdf, at 4-8, esp. 5-6: There are
tens of thousands of chemical products manufactured, most of them by unique and specialized
processes. The real experts on these technologies, and on the hazards associated with the tech-
nology, are the people who invent the processes and run the plants. In many cases they have
spent entire careers understanding the chemistry, hazards, and processes. They are in the best
position to understand the best choices, rather than a regulator or bureaucrat with, at best, a
passing knowledge of the technology.
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E. Conditioning the IST Mandate Does Not Solve the Problem

SOCMA is aware that last year’s House bill would only have allowed DHS to im-
pose mandatory on Tier 1 and 2 facilities when it could make various findings about
feasibility, cost impacts and risk transfers. But that approach does not address our
fundamental objection to the concept, which is that it would take IST decisions
away from the process safety experts who know their own processes the best and
would allow their judgments to be second-guessed by busy Government officials sit-
ting miles away reviewing documents. While these officials may be sincerely trying
to do their best, we simply do not trust that their judgments will be better than
ours. We also fear the prospect of liability if a “safer” process or chemical that one
of our member companies is compelled to use ends up causing an accident or some
other harm. Will the Federal Government indemnify facilities in the cases where it
overrules their judgments regarding inherent safety? And even if a facility ulti-
mately succeeds in persuading DHS to allow it to retain its proposed approach, that
process will inevitably have costs in time and resources.

Preceding all these concerns, moreover, is an even more basic one: No one knows
how to compare the “inherent safety” of two processes. Here is what the experts
have told Congress:

e I do not believe that the science currently exists to quantify inherent
safety . . . The first challenge is simply to measure the degree of inherent
safety in a way that allows comparisons of alternative designs . . . 7

e Inherently safer design is not a specific technology or set of tools and activities
at this point in its development . . . Current books and other literature on in-
herently safer design . . . describe a design philosophy and give examples of
implementation, but do not describe a methodology.8

e While scientists and engineers have made great strides in understanding the
impacts of industrial processes and products over the past several decades,
there is still no guaranteed formula for developing inherently safer production
processes.?

The experts at the National Research Council concluded recently: “Inherently
safer chemistry . . . offers the potential for improved safety at chemical facilities.
While applications show promise and have found use within the chemical industry,
these applications at present are still quite limited in scope.”10

While it may be feasible to develop a technical consensus methodology for meas-
uring and comparing inherent safety, none exists at present. Before Congress and
the administration could even consider mandating IST implementation, they would
need to know that methodologies exist to compare various alternatives from the
standpoint of inherent safety. As discussed above, DHS has launched a major effort
to develop a methodology for comparing the inherent safety of two or more proc-
esses. SOCMA members and staff have been participating in this effort and cau-
tiously support it. It is too early to tell, however, how successful it will be. Congress
should avoid legislating in this area while that process is still on-going.

IV. CONCLUSION

The many small and large chemical manufacturers that employ thousands of em-
ployees in key manufacturing States such as Michigan, Missouri, Texas, and New
Jersey stand to lose greatly should an IST provision be included in any legislation
that advances this Congress. It is a wonder why IST proponents still support such
a provision when there is so much uncertainty about the concept and how DHS
could apply it—and during a historic economic recession in which our Nation’s un-
employment rate still wavers around 9%. Mandating inherently safer technology as
a security measure will inevitably create negative unintended consequences, and
Congress should not require DHS to do so. Rather, SOCMA supports chemical site
security standards that are risk-based, realistic, and not subject to change in any
given year.

As the House takes up the issue of chemical security anew in the 112th Congress,
SOCMA asks that you act with the same bipartisanship that the House and Senate
demonstrated in 2006 in the process that led to the creation of CFATS, and support
legislation that would extend authorization of existing chemical facility security
standards for 3 or more years.

7Testimony of Sam Mannan, supra note 5, at 6.

8Testimony of Dennis Hendershot, supra note 6, at 1-2.

9 Testimony of Neal Langerman, supra note 4, at 6-7.

10 National Research Council, Board on Chemical Sciences & Technology, Terrorism and the
Chemical Infrastructure: Protecting People and Reducing Vulnerabilities (2006), at 106.



11

I appreciate this opportunity to submit for the record the Association’s views on
these important issues.
Sincerely,
LAWRENCE SLOAN,
President and CEO, SOCMA.

STATEMENT OF THE NATIONAL PETROCHEMICAL & REFINERS ASSOCIATION (NPRA)

FEBRUARY 11, 2011

NPRA, the National Petrochemical & Refiners Association, appreciates the oppor-
tunity to submit this statement on “Preventing Chemical Terrorism: Building a
Foundation of Security at Our Nation’s Chemical Facilities.” America’s refining and
petrochemical companies play a pivotal role in ensuring and maintaining the secu-
rity of America’s energy and petrochemical infrastructure. Nothing is more impor-
tant to our member companies than the safety and security of our facilities. We
have worked extensively with the Department of Homeland Security—and have in-
vested millions of dollars—toward strengthening facility security. NPRA strongly
supports the current Chemical Facility Anti-Terrorism Standards (CFATS) and en-
courages Congress to make the current program permanent, which will allow both
DHS and industry the time needed to fully implement the CFATS program.

NPRA is a trade association representing high-tech American manufacturers of
virtually the entire U.S. supply of gasoline, diesel, jet fuel, other fuels and home
heating oil, as well as the petrochemicals used as building blocks for thousands of
products vital to your daily life. NPRA members make modern life possible, meet
the needs of our Nation and local communities, strengthen economic and National
security, and provide jobs directly and indirectly for more than 2 million Americans.

Maintaining a high level of security has always been, and remains, a top priority
at America’s refineries and petrochemical manufacturing plants. Operators of these
facilities are fully engaged in the maintenance and enhancement of facility security.
Many of our member companies have long operated globally, often in unstable re-
gions overseas, where security is an integral part of providing for the world’s energy
and petrochemical needs.

In the aftermath of the September 11 attacks, our member companies realized
that additional and unconventional threats must be considered in order to protect
our Nation critical energy manufacturing and distribution infrastructure. In full un-
derstanding of the potential and significance of these threats, we did not wait for
the adoption of new Government mandates before implementing additional, far-
reaching facility security measures. Instead, we immediately initiated measures to
strengthen and enhance security, including: 100 percent ID verification and bag
screening; comprehensive vehicle inspections; limitations on visitor access and tours;
and, a reduction in plant access points to minimize risk. Furthermore, we have been
active participants in the Chemical Sector Council and the Oil and Natural Gas Sec-
tor Council, as well as many other DHS-sponsored efforts.

Since the creation of the current CFATS regulations, our member companies have
submitted their Top Screens, Site Vulnerability Assessments (SVAs) and Site Secu-
rity Plans (SSPs) in accordance with DHS time tables and are awaiting approval
of those submissions. Many NPRA members’ manufacturing plants have been sub-
ject to Pre-Authorization Inspections (PAI) and await final tiering status. Through-
out this process, we have developed productive and collaborative working relation-
ships with DHS and other key Federal agencies, and have strengthened relation-
ships with State and local law enforcement offices. These relationships ensure that
all parties obtain and exchange information critical to the maintenance of infra-
structure security, enabling all to respond rapidly to terrorist threats.

We firmly believe that the current CFATS program has been successful, but needs
to be made permanent without the addition of any extraneous provisions. CFATS
must be allowed to be fully implemented by DHS before any amendments to the
program are considered. As a result of the CFATS program, there has been a surge
in security awareness across all industries and among industry employees. The op-
erators and employees of our manufacturing plants and our distribution facilities
are now even more keenly aware of vulnerabilities at each site, potential off-site
consequences and methods to reduce risks at these sites. NPRA members also report
that the current regulations have helped with better chemical inventory manage-
ment. In fact, many of our member companies regularly conduct security awareness
training and complete Site Vulnerability Assessments to enhance security at un-
regulated sites that do not fall under the CFATS program. We have an excellent
working relationship with DHS and have repeatedly volunteered to help the Depart-
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ment through activities ranging from site tours to joint training activities and serv-
ing as technical experts. In order to fully gauge the success of the current version
of CFATS, however, Congress should allow for the complete implementation of the
current program. Only then should Congress and DHS determine whether or not
significant changes to this highly innovative program are required.

Specific focus on the existing CFATS program and related security activities indi-
cates the following:

1. America’s refining and petrochemical manufacturing plants will continue to
maintain and improve security operations to protect the vital network that pro-
vides a reliable supply of fuels and other petroleum and petrochemical products
that are required to keep our Nation strong and our economy growing.

2. Essential working relationships and information networks have been estab-
lished between Government security agencies and our members’ manufacturing
facilities to exchange “real-time” intelligence data on security issues. These rela-
tionships allow for rapid response to terrorist threats. We believe that unwar-
ranted and potentially counter-productive revisions to this successful program
could significantly alter these relationships, thus placing unnecessary obstacles
in the way of the Nation’s over-arching goals regarding homeland security.

3. We have partnered with the Department of Homeland Security on many im-
portant security initiatives and programs, including the Risk Assessment Meth-
odology for Critical Asset Protection (RAMCAP), the Homeland Security Infor-
mation Network (HSIN), Buffer Zone Protection Plans, SVAs, Site Security
Plans (SSPs) and Industry Sector Councils.

When reviewing the current program, NPRA and our member companies strongly
caution against the inclusion of any unrelated amendments, such as inherently safer
technology (IST) or increased information-sharing provisions. The following issues
should be considered before any potential update of the current CFATS program.

INHERENTLY SAFER TECHNOLOGY (IST)

IST continues to be a misinterpreted concept to those outside the field of engineer-
ing. Proponents of IST as part of security legislation believe that the only way to
ensure security at chemical facilities is by reducing the amount of hazardous sub-
stances used in chemical manufacturing and processing by way of “simple” chemical
substitution. Application of IST, however, is bound by the laws of physics and na-
ture; a simple reduction or switch in the use of hazardous chemicals is rarely pos-
sible within the context of a specific reaction or process. NPRA members’ facilities
are custom-built according to specifications that accommodate very specific chemical
processes, and every facility in the country is different. It is usually not possible to
simply “substitute” one chemical for another in the context of refining and petro-
chemical facilities. Furthermore, in terms of the reduction of certain substances,
there is a serious risk of simply transferring risk to other points along the chemical
supply chain—thereby not decreasing risk, but simply transferring it to other areas
that may not be as secure as CFATS-covered chemical facilities.

IST is a conceptual and often complex framework that covers procedures, equip-
ment, protection and, when feasible, the use of less hazardous chemicals. IST is not
just a safety program; it is a process safety program that involves understanding
chemical engineering and the supply chain for petroleum-based, natural gas liquids-
based and other organic chemicals derived from these basic feedstocks. Its premise
is that if a particular hazard can be reduced, the overall risk associated with a
chemical process will also be reduced. In its simplicity, it is an intuitive concept;
however, reality is not always that simple.

A reduction in hazard will reduce overall risk if, and only if, that hazard is not
displaced to another time or location, or does not amplify another hazard. If the haz-
ard is displaced, then the risk will simply be transferred, not reduced. We strongly
oppose the inclusion of any IST provisions in chemical security legislation. IST and
chemical engineering decisions should be left to individual sites and not mandated
by the Federal Government.

Another factor that makes the implementation of an IST regulatory program un-
realistic is that there are no methods with which to measure whether one process
is inherently safer than another. DHS would not be able to measure the effective-
nelss oAf its regulations, which runs counter to the Government Performance and Re-
sults Act.

SHARING OF INFORMATION

We also caution against broadening any of the information-sharing provisions in
the CFATS program. Currently, security information such as Site Security Plans,
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Security Vulnerability Assessments and security infrastructure information is kept
between DHS and those at the facility who can demonstrate a “need to know.” Al-
lowing broad access to this information weakens the security of the site, increases
the likelihood that this information will be leaked to the public and could lead to
situations ranging from an increase in vulnerability to terrorist attacks at the site
to internal threats such as theft and diversion. It should be strongly noted that se-
curity and intelligence information has traditionally been shared on a strict need
to know basis and has not been made accessible to those who do not have a need
to know. There is plenty of historical evidence to support and continue limited dis-
closure of sensitive security and business information. While all employees should
have security awareness training, detailed site security information should be strict-
ly limited to those specific individuals with a need to know.

BACKGROUND CHECKS (PERSONNEL SURETY)

Under CFATS, it is required that personnel with access to sensitive information
or relevant operations be vetted against the National Terrorism Screening Database
(NTSDB)—no matter if the person has already been vetted by other Government
credentialing programs, such the Transportation Worker Identification Card (TWIC)
program, the Hazardous Materials Endorsement (HME) or a host of others. Having
to obtain and maintain multiple Government credentials is duplicative, burdensome,
and costly for industry and DHS. NPRA recommends that DHS develop a new, uni-
versal Federal security credential for personnel with access to sensitive information
or relevant operations that meet the requirements of CFATS RBPS No. 12—Per-
sonnel Surety. A possible first step toward this end would be the creation of a
Chemical Industry Worker Identification Card (CIWIC) to replace all other Federal
chemical security credentials. In the interim there should reciprocity of other Fed-
eral chemical security credentials.

MARITIME TRANSPORTATION SECURITY ACT

Many of our member companies comply with the security requirements under the
Maritime Transportation Security Act (MTSA), a program administered by the U.S.
Coast Guard (USCG). The Coast Guard and NPRA members have worked together
closely to achieve the security goals of MTSA.

If CFATS and MTSA are harmonized, the work that sites have done to comply
with MTSA must be recognized. Further, MTSA sites should not be subject to dual
inspections and that the USCG should continue its role at traditional MTSA sites.

PIPELINES

Any new CFATS legislation should exclude pipelines, as they are regulated by the
Transportation Security Administration’s Pipeline Security Division.

EXERCISES AND DRILLS

Red team drills are unnecessary for CFATS sites and may lead to unintended in-
juries and tension in surrounding communities. However, we do support security
training drills with local law enforcement, emergency response personnel, and sur-
rounding communities that would allow all parties to be better prepared for a ter-
rorist event.

CONCLUSION

America’s refiners and petrochemical manufacturers are committed to complying
with CFATS. We do not oppose a reasonable review of the current program; how-
ever, the existing program is still developing and should be allowed to be fully im-
plemented before it is significantly altered. The program should also be made per-
manent to provide regulatory certainty and a stable security framework for the fu-
ture. We urge the committee to reject any attempts to significantly amend the cur-
rent program—particularly with provisions that would undermine both security and
economic development.

NPRA appreciates the opportunity to submit this statement for the record and
stands ready and willing to work with the committee and Congress towards the im-
plementation of sound, responsible, effective chemical facility security policy.

Mr. LUNGREN. The Chairman will now recognize the Ranking Mi-

nority Member of the subcommittee, the gentlelady from New York,
Ms. Clarke, for any statement she may have.
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Ms. CLARKE of New York. Thank you, Mr. Chairman, and let me
welcome you, Mr. Beers. I would like to congratulate you first of
all, Mr. Chairman, in the last Congress our places on this dais
were reversed as Chairman and Ranking Member of the Emerging
Threat Subcommittee.

Our subcommittee has now been given the added responsibility
of infrastructure protection. It is a topic that I know we both have
interest and a shared concern.

Even though our respective roles have been changed and the
scope and membership of the subcommittee has changed as well,
I know that one thing will not change is our effective working rela-
tionship and our shared commitment to put partisanship aside and
to do our best to protect our country.

The security of our Nation’s chemical facilities is an important
topic for this committee and this subcommittee, and I thank you
for holding this hearing. I would also like to thank our witnesses
for appearing before us today. I look forward to your testimony and
our discussion here today.

As most of you know, I am from New York. The city itself has
industries of every kind, many of them chemical manufacturers
and many of them use chemicals. Right across the Hudson River
stands a collection of refinery, chemical facilities between Newark
Airport and Port Elizabeth that has been referred to by terrorism
experts as the most dangerous 2 miles in America because a major
release of toxic chemicals from any of these facilities could injure
or kill tens or hundreds of thousands of people and possibly impact
millions.

So it is important to me not just as the Ranking Member of this
subcommittee, but also in my duty to protect my constituents that
we do our best to make these chemical facilities as secure as pos-
sible. The Chemical Facility Anti-Terrorism Standards program,
CFATS, has been successful to date even though its final imple-
mentation has not been complete.

Even though CFATS is in its middle stages, we can already see
its value. For just the first two phases, the initial tox screen phase
where facilities report their chemicals of interest and the second,
security vulnerability assessment phase, where vulnerabilities are
identified, over 3,000 facilities that were initially in the program
have made changes that lowered their risk to the point that their
participation in CFATS is no longer required.

I am sure, Mr. Chairman, that you share my conviction that this
program should be made permanent through a comprehensive au-
thorization. I am also sure that you recognize that while several fa-
cilities subject to CFATS have lowered their risk by examining
their holdings and making process changes, there is a large and
important group of facilities, drinking water, wastewater, and fa-
cilities located at ports that have been exempted from CFATS and
therefore have not had the incentive to lower their risk.

I should note that one of our witnesses who will be on the second
panel is from a wastewater facility that on its own initiative
changed from dangerous to benign substances. We in this room
today are all safer for it. I think that DC Water should be viewed
as an example of two important points.
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No. 1, water facilities can represent as much of a hazard as other
chemical facilities and No. 2, that inherently safer practices do
work, are well understood and can significantly increase security
by reducing consequences of release of chemicals.

If a toxic gas is present in my district, I don’t care if it comes
from a chemical facility, a refinery, a water treatment facility or a
chemical tank, or in the port, we still have the same consequences.

Mr. Chairman, I look forward to working together with you to
close this and other important security gaps while at the same time
giving permanent status to the current CFATS authority that have
worked well so far. I thank you for holding this hearing, and I yield
back.

Mr. LUNGREN. Thank you very much.

Now it is my pleasure to recognize the Ranking Minority Mem-
ber of the full committee, the gentleman from Mississippi, Mr.
Thompson, for any statement that he might make.

Mr. THOMPSON. Thank you very much, Mr. Chairman, and I too
salute you in your maiden voyage as Chairman of this sub-
committee.

As you know, however, enhancing security of the chemical sector
is a major interest of mine. Over the years you and I both have
worked together effectively on this important homeland security
issue. I was disappointed that last year when we finally were able
to get the House to approve a comprehensive chemical security bill,
you chose not to support it. But we are going to do better this time.

I hope that we can recapture the bipartisan spirit that we had
in the 109th, 110th, and most of the 111th Congress on the com-
mittee to bring an equally strong chemical security bill to the
House floor.

Today we are meeting to get a progress report from Under Sec-
retary Beers on the Chemical Facility Anti-Terrorism Standards or
CFATS program. DHS in the 4 years since it was given authority
to regulate the chemical section for security, has not only moved
forward expeditiously but thoughtfully with the CFATS regula-
tions.

As a result all over the country, the level of risk posed by chem-
ical facilities to their surrounding communities has declined as
more and more operators have chosen to reduce or even eliminate
their holding of certain chemicals of interest.

Operators have come to realize that simple changes to chemical
holdings not only make security sense but business sense. The De-
partment deserves credit for all it has done to promulgate and
carry out the CFATS process. Equal credit, however, is due to the
companies that make up the chemical sector for their positive re-
sponse and willingness to work with DHS to make our country
more secure.

There have, of course, been a few missteps, but the Department
and the sector have adapted quickly and made adjustments as nec-
essary. As the CFATS process moves forward, there continues to be
some statutory gaps that must be addressed.

These gaps include the exemption of drinking water, wastewater
in port facilities, the lack of strong whistleblower protection, and
the absence of methods to reduce consequences of terrorist attacks
in the risk-based program.
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The bill that passed the House last year closed all of these and
would have given CFATS permanent status. I hope, Mr. Chairman,
that we can use last year’s bill as a starting point to continue dis-
cussion and ultimately reach a bipartisan solution.

I know we have some jurisdictional obstacles to overcome on the
House floor. Certainly the failure of the new House leadership to
fix jurisdiction remains a problem, but the work goes on. I look for-
ward to hearing from our witnesses. I thank all of you for contrib-
uting to this process. I yield back.

Mr. LUNGREN. I thank the gentleman for his comments. I am
sorry that it has been a bipartisan failure to grant this committee
the jurisdiction that it should have. Hopefully we can get a bipar-
tisan response to that some time and move in the right direction.

I would just say at the outset that other Members of the com-
mittee are reminded that opening statements may be submitted for
the record.

[The statement of Hon. Richardson follows:]

PREPARED STATEMENT OF HONORABLE LAURA RICHARDSON

FEBRUARY 11, 2011

I would like to thank Chairman Lungren and Ranking Member Clarke for holding
this important hearing today on maintaining the security of our Nation’s chemical
facilities. I look forward to hearing the testimony of our distinguished panel of wit-
nesses today as Congress continues to work on reauthorizing the Department of
Homeland Security’s authority to regulate chemical facilities.

The Chemical Facility Anti-Terrorism Standards (CFATS) is an example where
the Department of Homeland Security, Congress, and industry have come together
to implement safety standards that have had a positive effect on improving our Na-
tional security. While we may not always agree with every provision in these stand-
ards, I think we can all agree that CFATS have been a proven tool in helping to
keep our facilities, workers, and communities safe.

The chemical industry employs nearly a million Americans and accounts for near-
ly $600 billion of our Nation’s GDP. More than 70,000 industrial, consumer, and de-
fense-related products from plastics to fiber optics are produced by the Nation’s
chemical facilities. The economic and strategic value of the chemical industry also
makes it an attractive target to terrorists, especially given the destructive power of
many of the chemicals housed in these facilities. When misused, these chemicals
could have a devastating impact on the surrounding communities.

The chemical industry is extremely important to my district. The 37th Congres-
sional District of California is home to the Port City of Long Beach. My district is
also home to several major oil refineries, gas treatment facilities, and petro chemical
facilities. The chemical facilities in my district employ nearly 2,600 employees in
high-paying positions.

In 1984, a poison gas leak at Union Carbide’s Bhopal plant killed 10,000 people
within 72 hours and more than 25,000 people after the blast. This was just an acci-
dent! If a terrorist successfully carried out an attack on one of the chemical facilities
in my district the death count would be significantly higher.

Finally, it is my prerogative to make sure that not only the chemical facilities in
my district are protected against a potential terrorist attack, but that all facilities
across the country are secure against attacks.

Again, I thank you Mr. Chairman, and Ranking Member Clarke for convening
this very important hearing today. I look forward to working with you and my other
colleagues on this subcommittee. I also look forward to hearing from our excellent
panel of witnesses. I yield back the balance of my time.

Mr. LUNGREN. Although Ms. Jackson Lee is not a Member of this
committee, she has permission to sit in on it and without objection
that will occur. However, Members of the subcommittee will be rec-
ognized before a Member of the committee who is not a Member
of the subcommittee.
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We are pleased to have a distinguished witness before us today
on this panel for this important topic. I would just remind him that
your entire written statement will made a part of the record and
you might summarize. We would you ask you to attempt to sum-
marize that in 5 minutes and then be open to questions, although
I am not one that will hammer you down after 5 minutes if you
would just keep that in mind.

It is our pleasure to have before us today as our opening witness,
Under Secretary Rand Beers from the Department of Homeland
Security. He is in charge of the National Protection and Programs
Directorate and has a distinguished career, one that gives him a
great opportunity to provide great leadership in his current posi-
tion. One of the obligations they have is to try and implement the
CFATS program.

So I am waiting with an earnest heart to hear what you have
to say about this program. Mr. Beers, thank you for appearing be-
fore us, and we are ready to receive your testimony.

STATEMENT OF RAND BEERS, UNDER SECRETARY, NATIONAL
PROTECTION AND PROGRAMS DIRECTORATE, DEPARTMENT
OF HOMELAND SECURITY

Mr. BEERS. Thank you very much, Chairman Lungren, and I will
definitely try to abide by the 5-minute rule. Thank you also Rank-
ing Member Clarke, Ranking Committee Member Thompson and
other distinguished Members of this subcommittee and Congress-
woman Jackson Lee as well.

It is a pleasure to appear before you all today to discuss the De-
partment of Homeland Security’s efforts to secure the high-risk
chemical facilities. As you are aware, the Department’s current au-
thority under Section 550 of the fiscal year 2007 Homeland Secu-
rity Appropriations Act as amended was set to expire in October
2010 but has temporarily been extended under the current con-
tinuing resolution.

DHS is eager to work with this committee and the Congress and
all levels of government and the private sector to achieve passage
of legislation that permanently authorizes and appropriately ma-
tures the Chemical Facilities Anti-Terrorism Standards program.

While the inspection process is still on-going, our analyses indi-
cate that the program is delivering tangible results that make the
Nation more secure.

For example, since the program’s inception, 1,246 facilities com-
pletely removed their chemicals of interest and an additional 584
facilities no longer possess the quantity of chemicals of interest
that meet the threshold requirements to be considered as high-risk
facilities.

CFATS currently covers 4,755 high-risk facilities Nation-wide
across all 50 States of which 4,094 facilities have received final
high-risk determinations and due dates for the submission of a site
security or an alternative security plan.

This is a reflection of the significant work of 39,000 facilities that
submitted initial consequence screenings. More than 4,000 facilities
have submitted their security plans, and in February 2010, the De-
partment began conducting inspections of final tiered facilities
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starting with the highest risk or Tier 1 facilities. The Department
has completed 175 preauthorization hearings.

An important point that I hope does not get lost in all these sta-
tistics is the open dialogue that DHS has established with industry
through this program and the successful security gains that are im-
plemented already as a result.

We have also enjoyed a constructive dialogue with the Congress,
including Members of this committee, and we are very much look-
ing forward to your contemplation of new authorizing legislation of
the CFATS program.

The Department, as I said, supports permanent authorization
and is committed to working with you on that to pass stand-alone
chemical security legislation that includes that permanent author-
ization this year.

As you know, the administration believes in an authorization
that should close security gaps that exist in the current statute,
such as eliminating the exemption for water and wastewater facili-
ties and prudently approaching mandatory consideration of inher-
ently safer technology.

I am looking forward to this dialogue. Thank you for having this
important hearing. I would be happy to respond to any questions
which you might have. Thank you.

[The statement of Mr. Beers follows:]

PREPARED STATEMENT OF RAND BEERS

FEBRUARY 11, 2011

Thank you, Chairman Lungren, Ranking Member Clarke, and distinguished
Members of the subcommittee. It is a pleasure to appear before you today to discuss
the Department of Homeland Security’s (DHS) efforts to secure high-risk chemical
facilities. As you are aware, the Department’s current authority under Section 550
of the fiscal year 2007 Department of Homeland Security Appropriations Act, as
amended, was set to expire in October 2010, but has been temporarily extended
under the current Continuing Resolution. DHS is eager to work with this com-
mittee, Congress, and all levels of government and the private sector to achieve pas-
sage of legislation that permanently authorizes and appropriately matures the
Chemical Facility Anti-Terrorism Standards (CFATS) program. In the interest of fa-
cilitating that collaboration, my testimony focuses on the current program and the
key principles that DHS would like to see guide the program’s maturation.

CHEMICAL SECURITY REGULATIONS

Section 550 of the fiscal year 2007 Department of Homeland Security Appropria-
tions Act directed the Department to develop and implement a regulatory frame-
work to address the high level of security risk posed by certain chemical facilities.
Specifically, Section 550(a) of the Act authorized the Department to adopt rules re-
quiring high-risk chemical facilities to complete Security Vulnerability Assessments
(SVAs), develop Site Security Plans (SSPs), and implement protective measures nec-
essary to meet risk-based performance standards established by the Department.
Consequently, the Department published an Interim Final Rule, known as CFATS,
on April 9, 2007. Section 550, however, expressly exempts from those rules certain
facilities that are regulated under other Federal statutes, including those regulated
by the United States Coast Guard pursuant to the Maritime Transportation Secu-
rity Act (MTSA), drinking water and wastewater treatment facilities as defined by
Section 1401 of the Safe Water Drinking Act and Section 212 of the Federal Water
Pollution Control Act, and facilities owned or operated by the Departments of De-
fense and Energy, as well as certain facilities subject to regulation by the Nuclear
Regulatory Commission (NRC).

The following core principles guided the development of the CFATS regulatory
structure:

(1) Securing high-risk chemical facilities is a comprehensive undertaking that in-
volves a National effort, including all levels of government and the private sec-
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tor—Integrated and effective participation by all stakeholders—Federal, State,
local, Tribal, and territorial government partners as well as the private sector—
is essential to securing our critical infrastructure, including high-risk chemical
facilities. Implementing this program means tackling a sophisticated and com-
plex set of issues related to identifying and mitigating vulnerabilities and set-
ting security goals. This requires a broad spectrum of input, as the regulated
facilities bridge multiple industries and critical infrastructure sectors. By work-
ing closely with experts, members of industry, academia, and Federal Govern-
ment partners, we leveraged vital knowledge and insight to develop the regula-
tion.

(2) Risk-based tiering to guide resource allocations.—Not all facilities present
the same level of risk. The greatest level of scrutiny should be focused on those
facilities that present the highest risk—those that, if attacked, would endanger
the greatest number of lives.

(3) Reasonable, clear, and calibrated performance standards will lead to en-
hanced security.—The current CFATS rule includes enforceable risk-based per-
formance standards. High-risk facilities have the flexibility to develop appro-
priate site-specific security measures that will effectively address risk. The De-
partment will analyze each final tiered facility’s SSP to see if it meets CFATS
performance standards. If necessary, DHS will work with the facility to revise
and resubmit an acceptable plan.

(4) Recognition of the progress many companies have already made in improving
facility security leverages those advancements.—Many companies have made sig-
nificant capital investments in security since 9/11. Building on that progress in
implementing the CFATS program will raise the overall security baseline at
high-risk chemical facilities.

On Nov. 20, 2007, the Department published Appendix A to CFATS, which lists
322 chemicals of interest—including common industrial chemicals such as chlorine,
propane, and anhydrous ammonia—as well as specialty chemicals, such as arsine
and phosphorus trichloride. The Department included chemicals based on the con-
sequences associated with one or more of the following three security issues:

(1) Release.—Toxic, flammable, or explosive chemicals that have the potential
to create significant adverse consequences for human life or health if inten-
tionally released or detonated,;

(2) Theft/Diversion.—Chemicals that have the potential, if stolen or diverted,
to be used or converted into weapons that could cause significant adverse con-
sequences for human life or health; and

(3) Sabotage | Contamination.—Chemicals that, if mixed with other readily
available materials, have the potential to create significant adverse con-
sequences for human life or health.

The Department also established a Screening Threshold Quantity for each chem-
ical of interest based on its potential to create significant adverse consequences to
human life or health in one or more of these ways.

Implementation and execution of the CFATS regulation requires the Department
to identify which facilities it considers high-risk. The Department developed the
Chemical Security Assessment Tool (CSAT) to identify potentially high-risk facilities
and to provide methodologies that facilities can use to conduct SVAs and to develop
SSPs. CSAT is a suite of on-line applications designed to facilitate compliance with
the program; it includes user registration, the initial consequence-based screening
tool (Top-Screen), an SVA tool, and an SSP template. Through the Top-Screen proc-
essl,{ the Department initially identifies and sorts facilities based on their associated
risks.

If a facility is initially identified during the Top-Screen process as potentially hav-
ing a level of risk subject to regulation under CFATS, the Department assigns the
facility to one of four preliminary risk-based tiers, with Tier 1 representing the
highest level of potential risk. Those facilities must then complete SVAs and submit
them to the Department, although facilities preliminarily designated as Tier 4 facili-
ties also have the option of submitting an Alternative Security Program (ASP). Re-
sults from the SVA inform the Department’s final determinations as to whether a
facility is in fact high-risk and, if so, of the facility’s final tier assignment. Each SVA
is carefully reviewed for its description of how chemicals of interest are actually
held at the site, how those chemicals are managed, and for physical, cyber, and
chemical security risks.

After completing its review of a facility’s SVA, the Department makes a final de-
termination as to whether the facility is considered high-risk and assigns the facility
a final risk-based tier. Final high-risk facilities are then required to develop an SSP
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or, if they so choose, an ASP that addresses its identified vulnerabilities and secu-
rity issues. Only facilities that receive a final high-risk determination letter under
CFATS will be required to complete and submit an SSP or, if the facility so chooses,
an ASP. DHS’ final determinations of which facilities are high-risk are based on
each facility’s individual consequentiality and vulnerability as determined by its
Top-Screen, SVA, and any other available information. The higher the facility’s risk-
based tier, the more robust the security measures and the more frequent and rig-
orous the inspections will be. The purpose of inspections is to validate the adequacy
of a facility’s SSP and to verify that measures identified in the plan are being imple-
mented.

IMPLEMENTATION STATUS

To date, the Department has reviewed more than 39,000 Top-Screen consequence
assessment questionnaires submitted by potentially high-risk chemical facilities.
Since June 2008, we have notified more than 7,000 preliminarily tiered facilities
that they have been initially designated as high-risk and are thus required to sub-
mit SVAs; we have nearly completed our review of the almost 6,200 SVAs that have
been submitted. In May 2009, we began notifying facilities of their final high-risk
determinations, risk-based tiering assignments, and the requirement to complete
and submit an SSP or ASP.

In May 2009, the Department issued 141 final tier determination letters to the
highest risk (Tier 1) facilities, confirming their high-risk status and initiating the
120-day time frame for submitting an SSP. After issuing this initial set of final tier
determinations, the Department periodically issued notifications to additional facili-
ties of their final high-risk status. To date, more than 4,000 additional facilities
have received final high-risk determinations and tier assignments, and several hun-
dred that were preliminarily tiered by DHS were informed that they are no longer
considered high-risk.

CFATS currently covers 4,755 high-risk facilities Nation-wide across all 50 States,
of which 4,094 facilities have received final high-risk determinations and due dates
for submission of an SSP or ASP. More than 4,000 facilities have submitted SSPs
(or ASPs) to date, and the Department is in the process of reviewing these submis-
sions. The Department continues to issue final tier notifications to facilities across
all four risk tiers as additional final tier determinations are made by the Depart-
ment.

In February 2010, the Department began conducting inspections of final-tiered fa-
cilities, starting with the Tier 1-designated facilities, and has completed more than
175 pre-authorization inspections to date. The Department intends to use these ini-
tial inspections to help gain a comprehensive understanding of the processes, risks,
vulnerabilities, response capabilities, security measures and practices, and any
other factors that may be in place at a regulated facility that affect security risk
in order to help facilities submit SSPs that can be approved under CFATS. After
DHS issues a letter of authorization for a facility’s SSP, DHS will conduct a com-
prehensive and detailed compliance inspection before making a final determination
as to whether the facility has appropriately enacted their SSP. Facilities that have
successfully implemented their approved SSPs and have passed an inspection will
be considered in compliance with the required performance standards.

A critical element of the Department’s efforts to secure the Nation’s high-risk
chemical facilities, the SSP enables final high-risk facilities to document their indi-
vidual security strategies for meeting the Risk-Based Performance Standards
(RBPS) established under CFATS. Each high-risk facility’s security strategy will be
unique, as it depends on the facility’s risk level, security issues, characteristics, and
other factors. Therefore, the SSP tool collects information on each of the 18 RBPS
for each facility. The RBPS cover the fundamentals of security, such as restricting
the area perimeter, securing site assets, screening and controlling access, cybersecu-
rity, training, and response. The SSP tool is designed to take into account the com-
plicated nature of chemical facility security and allows facilities to describe both fa-
cility-wide and asset-specific security measures. The Department understands that
the private sector generally, and CFATS-affected industries in particular, are dy-
namic. The SSP tool allows facilities to involve their subject-matter experts from
across the facility, company, and corporation, as appropriate, in completing the SSP
and submitting a combination of existing and planned security measures to satisfy
the RBPS. The Department expects that most approved SSPs will consist of a com-
bination of existing and planned security measures. Through a review of the SSP,
in conjunction with an on-site inspection, DHS will determine whether a facility has
met the requisite level of performance given its risk profile and thus whether its
SSP should be approved.
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Along with the initial group of final Tier 1 notifications and the activation of the
SSP tool in May 2009, DHS issued the Risk-Based Performance Standards Guidance
document. The Department developed this guidance to assist high-risk chemical fa-
cilities subject to CFATS in determining appropriate protective measures and prac-
tices to satisfy the RBPS. It is designed to help facilities comply with CFATS by
providing detailed descriptions of the 18 RBPS as well as examples of various secu-
rity measures and practices that could enable facilities to achieve the appropriate
level of performance for the RBPS at each tier level. The Guidance also reflects pub-
lic and private sector dialogue on the RBPS and industrial security, including public
comments on the draft guidance document. High-risk facilities are free to make use
of whichever security programs or processes they choose—whether or not in the
Guidance—provided that they achieve the requisite level of performance under the
CFATS RBPS. The Guidance will, however, help high-risk facilities gain a sense of
what types and combination of security measures may satisfy the RBPS. The De-
partment has also offered regular SSP training webinars to assist high-risk facilities
with completing their SSPs.

For additional context, I would like to provide you with an example of how some
facilities may be approaching the development and submission of their SSPs: In the
case of a Tier 1 facility with a release hazard security issue, the facility is required
to restrict the area perimeter appropriately, which may include preventing breach
by a wheeled vehicle. To meet this standard, the facility is able to consider numer-
ous security measures, such as cable anchored in concrete block along with movable
bollards at all active gates or perimeter landscaping (e.g., large boulders, steep
berms, streams, or other obstacles) that would thwart vehicle entry. The Depart-
ment will approve the security measure as long as it is determined by the Depart-
ment to be sufficient to address the applicable performance standard. Under Section
3580, the Department cannot mandate a specific security measure to approve the

P.

In June 2010, the Department issued its first Administrative Orders under
CFATS to 18 chemical facilities for failure to submit an SSP. Throughout the re-
mainder of the year, the Department issued an additional 47 Administrative Orders
to chemical facilities that had failed to submit an SSP in a timely manner. Adminis-
trative Orders are the first step toward enforcement under CFATS. An Administra-
tive Order does not impose a penalty or fine, but directs the facility to take specific
action to comply with CFATS—in this case, to complete the SSP within 10 days of
receipt. If the facility does not comply with the Administrative Order, however, the
Department may issue an Order Assessing Civil Penalty of up to $25,000 each day
the violation continues, or an Order to Cease Operations. All 65 facilities that re-
ceived an Administrative Order ultimately completed their SSPs following receipt
of the Administrative Order, or providing amplifying information to the Depart-
ment, that satisfactorily explained why they had failed to meet the deadline for sub-
mitting their SSPs, and thus, no further enforcement action was necessary. As
CFATS implementation progresses, the Department expects to continue to exercise
its enforcement authority to ensure CFATS compliance.

OUTREACH EFFORTS

Since the release of CFATS in April 2007, the Department has taken significant
steps to publicize the rule and ensure that the regulated community and our secu-
rity partners are aware of its requirements. As part of this outreach program, the
Department has regularly updated impacted sectors through their Sector Coordi-
nating Councils and the Government Coordinating Councils of industries most im-
pacted by CFATS, including the Chemical, Oil and Natural Gas, and Food and Agri-
culture Sectors. We have also solicited feedback from our public and private sector
partners and, where appropriate, have reflected that feedback in our implementa-
tion activities. As the program continues to mature, the Department participates in
an average of 250 CFATS-specific outreach engagements annually, not including for-
mal coordination activities with individual facilities such as pre-authorization in-
spections and Compliance Assistance Visits. We have presented at numerous secu-
rity and chemical industry conferences; participated in a variety of other meetings
of relevant security partners; established a Help Desk for CFATS questions that re-
ceives between 40 and 80 calls daily; put in place a CFATS tip-line for anonymous
chemical security reporting; and developed and regularly updated a highly regarded
Chemical Security website (www.DHS.gov /chemicalsecurity). This month, the De-
partment updated the CFATS website to include a more robust, searchable Knowl-
edge Center, which further supports the regulated community. These efforts are
having a positive impact: Again, more than 39,000 Top-Screens have been submitted
to the Department via CSAT.
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In addition, the Department continues to focus on fostering solid working relation-
ships with State and local officials as well as first responders in jurisdictions with
high-risk facilities. To meet the risk-based performance standards under CFATS, fa-
cilities need to cultivate and maintain effective working relationships—including a
clear understanding of roles and responsibilities—with local officials who aid in pre-
venting, mitigating, and responding to potential attacks. To facilitate these relation-
ships, our inspectors have been actively working with facilities and officials in their
areas of operation, and they have participated in more than 100 Local Emergency
Planning Committee meetings to provide a better understanding of CFATS require-
ments. Last year, the Department, in collaboration with the State, local, Tribal, and
territorial Government Coordinating Council, issued a tri-fold brochure which sum-
marizes CFATS programs and processes for local emergency responders.

In May 2010, the Department launched a web-based information-sharing portal
called “CFATS-Share.” This tool provides interested State Homeland Security Advi-
sors, DHS Protective Security Advisors, and fusion centers access to detailed CFATS
facility information as needed. In the future, DHS plans to make this tool available
to other Federal security partners, such as the Federal Bureau of Investigation. The
Department continues to improve the CFATS-Share web portal based on feedback
from users.

Additionally, the Department continues to actively collaborate across components
within DHS and with other Federal agencies in the area of chemical security, in-
cluding routine coordination between the Department’s National Protection and Pro-
grams Directorate (NPPD) and the United States Coast Guard (USCGQG), the Trans-
portation Security Administration, the Department of Justice’s Federal Bureau of
Investigation and Bureau of Alcohol, Tobacco, Firearms and Explosives, the NRC,
and the Environmental Protection Agency (EPA). One primary example of this co-
ordination includes the establishment of a joint NPPD/USCG CFATS-MTSA Work-
ing Group to evaluate and, where appropriate, implement methods to harmonize the
CFATS and MTSA regulations. Similarly, the Department has been working closely
with the EPA to begin evaluating how the CFATS approach could be used for water
and wastewater treatment facilities, should the water and wastewater treatment fa-
cility exemption be removed by Congress in future versions of chemical facility secu-
rity or water facility security regulations.

The Department also launched an Agricultural Facility Survey in July 2010. The
goal of the survey is to provide the Department with additional information on the
potential risks related to agricultural Chemicals of Interest throughout the distribu-
tion chain—including manufacturers, distributors, retailers, commercial applicators,
and end-users. The survey results will also help the Department determine the most
appropriate approach for addressing the existing extension of the CFATS Top
Screen due date for agricultural production facilities. The Department received com-
pleted surveys from nearly 1,200 CFATS facilities and is currently analyzing the re-
sults to determine the best approach to take regarding agricultural production facili-
ties.

Internally, we are continuing to build the Infrastructure Security Compliance Di-
vision that is responsible for implementing CFATS. We have hired, or are in the
process of on-boarding, more than 178 people, and we are continuing to hire
throughout this fiscal year to meet our staffing goal of 268 positions. These numbers
include our field inspector cadre, where we have hired 95 of 103 field inspector posi-
tions and 14 of 14 field leadership positions.

LEGISLATION TO PERMANENTLY AUTHORIZE CFATS

We have enjoyed the constructive dialogue with Congress, including Members of
this committee, as it contemplates new authorizing legislation. The Department rec-
ognizes the significant work that this committee and others, including the Senate
Committee on Homeland Security and Governmental Affairs, the Senate Committee
on Environment and Public Works and the House Committee on Energy and Com-
merce, have completed in reauthorizing the CFATS program to date and to address
chemical facility security. We appreciate this effort and look forward to continuing
the constructive engagement with Congress on these important matters.

The Department supports a permanent authorization for the CFATS program.
The Department is committed to working with Congress and other security partners
to pass stand-alone chemical security legislation that includes permanent authority
beginning in fiscal year 2011. The latest Continuing Resolution authorizes an exten-
sion of the statutory authority for CFATS, which otherwise would have sunset on
Oct. 4, 2010.
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It is important to highlight that the administration has developed a set of guiding
principles for the reauthorization of CFATS. These principles are the foundation for
the Department’s position on permanent CFATS reauthorization:

e The administration supports permanent authorization to regulate security of
high-risk chemical facilities through risk-based performance standards.

e The Department should be given reasonable deadlines by Congress to promul-
gate new rules to implement any new legislative requirements. CFATS, as cur-
rently being implemented, should remain in effect until or unless it is supple-
mented by new regulations.

e The administration supports, where possible, using safer technology, to enhance
the security of the Nation’s high-risk chemical facilities. Similarly, we recognize
that risk management requires balancing threat, vulnerabilities, and con-
sequences with the costs and benefits of mitigating risk. In this context, the ad-
ministration has established the following policy principles in regard to inher-
ently safer technologies (IST) at high-risk chemical facilities:

e The administration supports consistency of IST approaches for facilities re-
gardless of sector.

e The administration believes that all high-risk chemical facilities, Tiers 1-4,

should assess IST methods and report the assessment in the facilities’ SSPs.

Further, the appropriate regulatory entity should have the authority to re-

quire facilities posing the highest degree of risk (Tiers 1 and 2) to implement

IST method(s) if such methods demonstrably enhance overall security, are de-

termined to be feasible, and, in the case of water sector facilities, consider

public health and environmental requirements.

e For Tier 3 and 4 facilities, the appropriate regulatory entity should review the
IST assessment contained in the SSP. The entity should be authorized to pro-
vide recommendations on implementing IST, but it would not have the au-
thority to require facilities to implement the IST methods.

e The administration believes that flexibility and staggered implementation
would be required in implementing this new IST policy.

e The administration supports maintaining the Department’s current Chemical-
terrorism Vulnerability Information regime for protecting sensitive information
relating to chemical facility security. This regime is similar to, but distinct from,
other Controlled Unclassified Information protection regimes.

e The Department supports amending the current exemption for drinking water
and wastewater facilities to specify that the Environmental Protection Agency
(EPA) would have the lead on regulating for security, with DHS supporting
EPA to ensure consistency across all sectors. This consistency could be achieved,
for example, by the use of CFATS compliance tools and risk analysis with modi-
fications as necessary to reflect the uniqueness of the water sector and statutory
requirements. As DHS and EPA have stated before, we believe that there is a
critical gap in the U.S. chemical facility security regulatory framework—name-
ly, the exemption of drinking water and wastewater treatment facilities from
CFATS. We need to work with Congress to close this gap to secure chemicals
of interest at these facilities and to protect the communities that they serve;
drinking water and wastewater treatment facilities that meet CFATS thresh-
olds for chemicals of interest should be regulated. We do, however, recognize the
unique public health and environmental requirements and responsibilities of
such facilities. For example, we understand that a cease-operations order that
might be appropriate for another facility under CFATS would have significant
public health and environmental consequences when applied to a water facility.

e As you are aware, facilities regulated under MTSA authority are statutorily ex-
empted from CFATS and thus are not required to submit Top-Screens to DHS.
In order to help DHS develop a more comprehensive picture of security issues
at the Nation’s chemical facilities, and to help DHS evaluate whether any regu-
latory gaps exist that may pose an unacceptable security risk, the Department
has begun the process, with close cooperation between NPPD and USCG, for de-
termining whether and how to require MTSA-covered facilities that possess
CFATS chemicals of interest to complete and submit CFATS Top-Screens.

e With respect to the other current statutory exemptions, the Department sup-
ports:

e Maintaining the exemptions for both Defense and Energy Department facili-
ties. Although the Department of Energy is exempt from the current statute,
DOE policy does require chemical sabotage assessments utilizing the select
agents lists and the adoption of protection measure where necessary; and
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e Amending the exemption for facilities regulated under the NRC to clarify the
scope of the NRC exemption and to specify that DHS and the NRC shall work
together to make a final determination on whether a facility or an area within
a facility is subject to NRC regulation and is thus exempt from DHS regula-
tion.

Given the complexity of chemical facility regulation, implementation logistics, and
resource implications, any requirements considered in prospective legislation should
also be taken into account to avoid having the Department extensively revisit as-
pects of the program that are either currently in place or which will be implemented
in the near future.

CONCLUSION

The Department is collaborating extensively with the public, including members
of the chemical sector and other interested groups, to work toward our collective
goals under the CFATS regulatory framework. In many cases, industry has volun-
tarily made tremendous progress to ensure the security and resiliency of its facili-
ties and systems. As we implement CFATS, we will continue to work with industry,
our Federal partners, States, and localities to get the job done.

The administration recognizes that CFATS reauthorization requires further tech-
nical work. The Department is ready to engage in technical discussions with com-
mittee staff, affected stakeholders, and others to work out the remaining details. We
must focus our efforts on implementing a risk- and performance-based approach to
regulation and, in parallel fashion, continue to pursue the voluntary programs that
have already resulted in considerable success. We look forward to collaborating with
the committee, industry, and Government partners to ensure that the chemical facil-
ity security regulatory effort achieves success in reducing risk in the chemical sec-
tor.

Thank you for holding this important hearing. I would be happy to respond to any
questions you may have.

Mr. LUNGREN. Well, thank you very much for your testimony.
Maybe that will be a template for others who testify coming well
within the 5 minutes. But I don’t want to hold people too much to
that because then I would have to hold myself to that.

Thank you, Mr. Beers, for your testimony. We do know that your
time is valuable, and we appreciate you being here today to discuss
the state of NPPD and the ways to improve its effectiveness and
efficiency in stopping the threats of terrorism against our chemical
facilities. I will recognize myself for 5 minutes to ask questions.

I happen to agree with you that we have made progress and that
DHS is going in the right direction. However, I just have to ask
this question: In your testimony you report that a little over 4,700
facilities are covered by CFATS but only 175 preauthorization in-
spections have been completed, only four authorization inspections
completed. I believe one you either know or one site security plan
is formally approved or disapproved.

So this is 4 years later. You have had the authority to regulate
these facilities and hundreds of millions of taxpayers’ dollars later,
why is the pace so slow? Is it because of some inherent problem
with the CFATS program as we set it up? Do we have to start all
over again? Is it because you haven’t had enough people? We
haven’t had enough resources?

Is it some other reason because, you know, we are looking at ef-
fective and efficient Government, and if I go home and talk to my
constituents and say hey, I am proud of the fact that I helped start
this program 4 years ago with the initial thought in our legislation,
and yet we only have one site or no sites that have actually fully
been approved, they are going to say how is that efficient?
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How is that effective? What are you going to do about it? So I
guess I would ask you: How is that efficient? How is that effective?
What are you going to about it?

Mr. BEERS. Sir, that is an excellent question, and let me just an-
swer by saying several points. The first point is yes, we started off
with potentially 47,000 programs that might be within the pro-
gram. We reduced it in the first instance to 8,000. We have now
reduced the number of affected facilities to a little over 4,000.

In that process, we have determined that, No. 1, the number of
facilities that need to be looked at is less. No. 2, the number of fa-
cilities that were in the initial cut to be looked at have made ad-
justments as I indicated in my oral testimony that have made them
safer by no longer putting them in the position of being high-risk
facilities.

No. 3, as we have given final tier notices to the various facilities
they have begun the process of their site selection plans. They have
begun in parallel the movement in the direction of security meas-
ures.

So actually getting to a final approved site security program does
not mean that security hasn’t improved over the process. We have
to date nine facilities who have received letters of authorization,
you are correct. We have had four subsequent site security visits.
We have not approved a single plan yet, but I think it is absolutely
faify to say that we have moved in the direction of making America
safer.

With respect to the program overall, I don’t believe that all of the
good work that has been done and all of the progress that has
made and the approach to the completion of the site security plans
in any way suggest that the program isn’t working or that we
ought to start over again.

With respect to the issue of resources and people which you
asked, I think this is still a growing program. We have in terms
of chemical inspectors approximately 109 who are located in the
field with some in headquarters. We still have a 40 percent growth
path with respect to those inspectors that we have to hire.

So it’s—it would be imprudent of me to tell you at this point that
we need more people. We just to complete the hiring process, which
we are doing in a deliberate fashion in order to ensure that when
the people come on-board they will be ready and that there will in-
frastructure to support them.

It is my expectation that with respect to the Tier 1 facilities that
we will be through with the inspection process by the end of this
calendar year. Thank you, sir.

Mr. LUNGREN. I appreciate that, and I hope that is true. You do
recall that you testified before us a year ago, and when we asked
when you would be completed with the process you told us in a
year. Now I am hearing the same thing from you.

Why should I believe it is going to be at the end of this year
when you had thought we were going to do it at the end of last
year? If you and I are both fortunate enough to be here next year,
why should I expect I am not going to hear that again?

Mr. BEERS. A very fair question, sir. What we discovered in the
process of the time between when I made that statement last year
and the end of this calendar year was that the submissions on the
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part of the industry that made those submissions was inadequate
with respect to the actual site security plan proposals that they put
forward.

As a result of that, we have gone back to them with requests for
more information, with technical assistance as appropriate in order
to build solid, respectable site security plans. That ended up occu-
pying the course of this year.

I think from the lessons learned during the course of this year
that I think my projection of finishing the Tier 1 facilities by the
end of this year is in order. But I certainly respect your question
and my statement last year.

Mr. LUNGREN. Thank you very much. My time is up.

I now recognize the gentlelady from New York, the Ranking
Member of the subcommittee for 5 minutes of questions.

Ms. CLARKE of New York. Thank you very much, Mr. Chairman.
Under Secretary Beers, it is my feeling and the feeling of many of
my colleagues that CFATS has worked pretty well so far. But we
agree with you that a large gap still exists in chemical security due
to the exemption of drinking water, wastewater, and port facilities
and that this gap must be closed. Please elaborate on the reasons
why the administration believes this gap should be closed?

Mr. BEERS. Thank you, Congresswoman Clarke. Let me start on
the port facilities first.

Recognizing that the ports were exempted from this and recog-
nizing that the Secretary of Homeland Security is both the Cabinet
Secretary for the CFATS program and for port security with the
Coast Guard, she has asked NPPD to work together with the Coast
Guard without the requirement for legislation to bring about a har-
monization of those two regimes to ensure that from a real perspec-
tive that that does not represent a gap. I think I can report that
the working group that has this under way has made some impor-
tant progress.

With respect to water and wastewater, I think this was an area
in which some number of the water and wastewater facilities are
known to possess quantities of chemicals of interest that would put
them in the high-risk category.

They are prevalent in every community in this country. Those
which we estimate to be roughly 6,000 that might be tiered into the
four categories, represent a gap that we ought to find a solution
for. So that is the basis for that proposal that the administration
made during the last Congress. Thank you.

Ms. CLARKE of New York. With regards to drinking water, what
are the concerns there? Why is it that the administration feels that
the gap at the port facilities needs the type of remedies that you
have already outlined?

Mr. BEERS. Well, in the case of the drinking water, as with the
wastewater, it has to do with the treatment of that water and the
use of chlorine as the basis. Chlorine is on our chemical of interest
list. We know that there are facilities that have it in quantities
that could be potentially dangerous.

Likewise with the port facilities, there are a number of chemical
facilities, refineries, and whatnot that exist in those port areas,
that while the Coast Guard is clearly responsible for the safety and
security of those areas, the actual requirements that are looked at,
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the actual issues that are looked at, I should say, are not exactly
the same.

We believe that the safety and security of those areas ought to
be similarly treated as the facilities that do fall under the Chemical
Facilities Anti-Terrorism Standards Act. Thank you.

Ms. CLARKE of New York. Is there an assurance that they don’t
get caught between CFATS and the MTSA requirement?

Mr. BEERS. That is the intention, to ensure that two different re-
gimes are administered in roughly the same or in a harmonized
fashion. This is an effort on our part to try to do the job that we
believe in the spirit of the Congress asking us to do this. Thank
you.

Ms. CLARKE of New York. Thank you. I yield back, Mr. Chair-
man.

Mr. LUNGREN. Thank you very much. I will now recognize other
Members of the committee for questions that they wish to ask. In
accordance with our committee rules and practice I would plan to
recognize Members who were present at the start of the hearing by
the seniority on the subcommittee. Those coming in later will be
recognized on the order of arrival on the floor.

I recognize Mr. Meehan. I would just say that as the prime au-
thor of the SAFE Port Act, I appreciate the fact that you are trying
to accommodate that authority along with CFATS and see if you
can work that out. Whether we need specific legislation or not, we
will be in conversation with you about.

But we need to make sure that we are not duplicative in that ef-
fort, and the Coast Guard has done a very good job in imple-
menting the SAFE Port Act with the ports of the country.

Mr. Meehan is recognized for 5 minutes.

Mr. MEEHAN. Thank you, Mr. Chairman. Thank you, Mr. Beers,
for your testimony here today. Let me ask you a specific question.
How much chlorine in terms of, you know, an actual amount rep-
resents a threat?

Mr. BEERS. Sir, I don’t have that figure in front of me now, but
I would be happy to get back to you with a specific amount that
that represents in an explanation of how we came to the judgment
of that amount.

Mr. MEEHAN. I mean, would a vat of chlorine be a potential
threat, a terroristic threat? Somebody could use a vat of chlorine,
say, at a swimming pool?

Mr. BEERS. Sir, that is what I need to get back to you on. We
are really here talking about drinking water and wastewater, and
I don’t believe a swimming pool could fall into that. But it has to
do with the level, that is the amount, the actual amount of a chem-
ical of interest that is held on site.

Mr. MEEHAN. Right, that is the question I am trying to get to be-
cause that is the answer.

Mr. BEERS. I don’t have the answer to that specific amount, but
we can get you that information. In fact, we can give you that in-
formation with respect to all the chemicals that are in Appendix A.

Mr. MEEHAN. I am an advocate of your interest in trying to reach
beyond where we are going. I guess I am just watching this anew.
We are 10 years after September 11. We are asking tough ques-
tions about the steps that we are taking. Are they really working?
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I notice that we are already apparently significantly behind in the
form of doing the inspections that were discussed earlier at the
chemical facilities.

Now we are talking about trying to expand work into the waste-
water facilities. I am thinking back, from days as a lifeguard, there
are big vats of chlorine in every municipal pool and every private
pool and other kinds of places. Do they pose a threat?

Mr. BEERS. As I said, sir, it is not my belief that what we are
talking about is the level of chlorine that would be available at a
swimming pool, as opposed to a drinking water or a wastewater fa-
cility, which are, as you well know, at least insofar as the ones that
would fall under the screening, much larger facility.

There are tens of thousands of water and wastewater facilities,
yet our estimate of the number that would fall under the high-risk
category is only 6,000. Now, that is also a large number, and I rec-
ognize that. But it is not every vat of chlorine in every location in
the country that is going to fall under that.

Mr. MEEHAN. I share the frustration of trying to make sure that
we can balance assuring the safety of the homeland with what is
practical with respect to trying to secure or oversee. I think about
the implications of this to so many of our municipal water authori-
ties that are already struggling under tremendous pressure just to
be able to keep antiquated systems running.

To what extent are these kinds of new regulations or attempts
to do further regulation going to deter what limited capacity they
have just to keep their places operating from, you know, from di-
verting dollars for this, when they are already struggling just to do
the job that they need to do?

Mr. BEERS. Sir, that is absolutely part of the consideration that
we bring to bear in conceiving and publishing and implementing
regulations that Congress might choose to provide to the adminis-
tration. The water and wastewater facilities would be worked on
jointly between the Environmental Protection Administration and
the Department of Homeland Security.

The administration’s proposal is to take the experience and the
relationships which EPA has with those facilities and marry it, so
to speak, with the experience that we have in working to define
regulations that make sense, that are smart, that impose little or
no cost on facilities to try to make the implementation not be an
onerous fiscal requirement for these administrations.

Because you are certainly right with respect to municipalities
and the rigid budget environment that they, as we in the Federal
Government, are already under. This is not something that would
happen overnight. This is not something that would come down
like a ton of bricks.

I think you will find that our relationship with the chemical and
related industries has been a partnership in implementing these
regulations. If we are given authority for water and wastewater, we
would proceed no differently.

Mr. LUNGREN. The gentleman’s time is expired.

The Ranking Member of the Full Committee, the gentleman from
Mississippi, Mr. Thompson, is recognized for 5 minutes.

Mr. THOMPSON. Thank you very much, Mr. Chairman. Mr. Beers,
first state for the record, could you kind of talk very briefly about
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the tiering system under CFATS to kind of give new Members of
the committee a, you know, who we are talking about and who we
are trying to address the most?

Mr. BEERS. Yes, sir. So we have four tiers in the high-risk facili-
ties. In terms of those tiers with respect to the facilities that are
in each of them we have 218 facilities in Tier 1, currently, and we
have three pending final tiering. We have 535 in Tier 2, with 38
pending final tiering. We have 1,126 in Tier 3, with 146 pending
final tiering. We have 2,215 in Tier 4, with 474 pending final
tiering.

Tier 1 is the highest tier, the highest risk level. Tier 4 is the low-
est risk level. If Members would like, we would be happy to provide
as information the criteria that distinguish each of those tiers, one
from the other.

Mr. THOMPSON. Mr. Chairman, I think that would be helpful for
the new Members if I would go to New Jersey, for instance, some
of those facilities are right along the interstate. So part of what we
are trying to do is to secure some of those facilities.

Some of them the committee visited, and we became very con-
cerned that we have to do something. Some of them, it is just a
mere fence that is the difference between those facilities and a po-
tential terrorist threat.

But also in this, I understand that we had about 3,000 compa-
nies to voluntarily go through a process of getting off the list by
just looking at how they do things and coming into compliance. Can
you share that with the committee, also?

Mr. BEERS. That is correct. I think when the initial regulations
were put out, approximately 8,000 facilities submitted tox screen
reports believing that they fell within that. Of the 3,000 that fell
out, some of those were the result of an inadequate or incorrect un-
derstanding, I should say, of what fell in and what fell out.

But among those I think it is also important to know that over
1,000, 1,246, completely removed their chemicals of interest and
therefore were no longer within the screening. In 584 of those fa-
cilities reduced their holdings to the level that they were no longer
within.

So as I have said, this program has increased security, even if
we haven’t gotten to final approval of a specific security plans be-
cause, this has happened. But also it is also true that companies
are not waiting for approval of their final security plans to begin
some of the implementation of the measures that are included in
their security plans.

Mr. THOMPSON. I yield back.

Mr. LUNGREN. The gentleman yields back.

The gentleman from Missouri, Mr. Long, is recognized for 5 min-
utes.

Mr. LOoNG. Thank you, Mr. Chairman, and thank you, Under Sec-
retary Beers, for being here today and for your testimony. We are
talking about water and wastewater. As far as high-water marks,
if I was to ask you the top three high-water marks, the top three
things in your mind that have been achieved since the implementa-
tion of CFATS, what would I put on my report card?

Mr. BEERS. I think the first thing that you would say is that we
have a pretty clear picture of where the security challenges are lo-
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cated in this country. I think that that is an important piece of in-
formation, both to those of us who are concerned about security,
but also to the citizens who live in those communities.

I think the second thing that I would say and strongly believe
in is that we have gone about the implementation of this program
in true partnership with the chemical industry, and we meet with
them on a regular basis. As I have said here, and to some Members
outside of the committee hearing room, I think you would hear the
same thing from the chemical industries.

The third thing I would say is going from zero to where we are
today, that I think we have built the infrastructure within the Fed-
eral Government to be a true partner to the chemical industry in
moving forward in this regard.

Without detracting from the Member’s time, please, I would like
to answer Congressman Meehan’s question. It is 5,000 pounds—
500 pounds of chlorine for theft and diversion, and 2,500 pounds
that might be subject to release and that should not include any
swimming pool in the country, sir.

Mr. LONG. So on the top three achievement list we have identi-
fied the challenges. Is that kind of No. 1?

Mr. BEERS. We defined the problem.

Mr. LONG. Defined the problem.

Mr. BEERS. We defined the problem. We have created a working
relationship with the chemical industry. We have built the infra-
structure to be a real partner to the industry in terms of imple-
menting this regulation. We are not doing this willy-nilly. We are
doing it in full consultation.

Mr. LONG. So we are ready to start seeing results?

Mr. BEERS. We have been seeing the results, but we have got a
ways still to go, sir.

Mr. LoNG. Let me ask, I have heard you a couple times, your
opening statement and later referred to that the chemicals were re-
moved from the facilities if that is correct? My question would be
were these chemicals they didn’t need? Where did they go?

I know you said some were reduced to a level where they are no
longer a threat. But I am kind of trying to sort out where chemicals
that they needed in their function have—we tell them, “These are
going to be a threat. You need to take these out.” What do they
do?

Mr. BEERS. Well, let us just talk for a minute about the reduction
part of this. The amount of chemicals that might be stored at a
particular installation for use in the past was because they thought
that that was the size of inventory that made the most sense.

That said, you can also set up a supply chain from the production
facility that allows you to have a delivery schedule that still allows
you to have an operating chemical——

Mr. LoNG. Right. Well, those haven’t been removed. They have
just adjusted the quantity they kept on the side.

Mr. BEERS. They just adjusted the quantity.

Mr. LoNG. Right, but the ones that have been removed are what
I am kind of curious about.

Mr. BEERS. I think that what that represents is that they came
to believe that they did not need that particular chemical for what-
ever it was that that chemical was used for. In some cases, that
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may well have been with a substitute of another chemical that was
not a chemical of interest, but was satisfactory to doing whatever
it was that that particular chemical had been doing. So it is a sub-
stitute.

Mr. LONG. Okay. So let me ask you another question, here. To
what extent does DHS and other agencies share information about
security at these facilities?

Mr. BEERS. We do share information. The point, to go back to
Congresswoman Long’s question—Congresswoman Clarke’s ques-
tion, excuse me—was that we are very much working with the
Coast Guard to share information and best practices about what
we have been doing in this area, as well as them sharing how they
have managed their security and safety operations. So that is very
much the case.

Mr. LoNG. What barriers, if any, do you think impede the ability
to share information between Federal agencies about the security?

Mr. BEERS. I am not aware of any barriers, sir.

Mr. LoNG. Really? Good, okay. Thank you for your testimony. I
yield back.

Mr. LUNGREN. The gentleman’s time is expired.

The gentlelady from California, Ms. Richardson, is recognized for
5 minutes.

Ms. RICHARDSON. Thank you, Mr. Chairman, I just have two
questions. Under Secretary Beers, last year you were designated
the Department’s lead for counterterrorism issues. To my knowl-
edge, you are the first person to be specifically named in this ca-
pacity in the Department’s history. Could you give us a brief over-
view of what responsibilities and authorities are associated with
your role?

Mr. BEERS. Thank you, Congresswoman. The title or the position
to which I have been put into is the Coordinator for Counterter-
rorism. This is not a line responsibility. I do not have the authority
to order pieces and parts of the Department to do A or B.

My job is to make sure that people in the Department are ade-
quately sharing information, are talking with one another, are
building programs that key off of one another.

I think the best example of that is something that we call Silent
Partner, which is an air security program, which brings about the
cooperation of the Transportation Security Administration and the
Customs and Border Protection Office where they each took au-
thorities that they had individually and put them together in a
working program that identifies people of interest who represent
threats and who are traveling from overseas to the United States.

Keeping them off those planes or requiring that they have addi-
tional security screening before they get on planes coming to the
United States, coordination, not authority to order anything to be
done. We have begun working. I think it is a useful information
sharing device that helps the Secretary do a better job.

Ms. RICHARDSON. Thank you. My second question is to my under-
standing, the Department of Homeland Security only screens
against a terrorist watch list. A person who is not on the terrorist
watch list, but prohibited from purchasing a gun, for example
under the National Instant Criminal Background Check System,
could be possibly cleared by DHS.
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No. 1, could you clarify for me if that is true? Second of all, do
you think that this is a security risk that may need to be addressed
during the reauthorization? Do you think that there should be a co-
ordination among the various background databases maintained by
the Federal Government?

Mr. BEERS. Congresswoman, thank you very much for that ques-
tion.

Ms. RICHARDSON. Yes. Thank you.

Mr. BEERS. The answer at the beginning of the question is no.
We only check the terrorist database. That is by counsel’s review
of the drafting of the existing legislation. So someone who was only
within the National criminal database would be permitted to come
on to a facility.

If Congress so chooses, to alter that to allow criminal background
checks, as are allowed for the Transportation Workers Identifica-
tion Card, we would be pleased to receive that additional authority.
Thank you.

Ms. RICHARDSON. Thank you, sir. I yield back.

Mr. LUNGREN. Thank you very much. Now the gentlelady from
Texas is recognized, not a Member of the subcommittee, but a
Member of the full committee. I recognize her for 5 minutes.

Ms. JACKSON LEE. Chairman Lungren, let me add my apprecia-
tion for the courtesies extended by you and to Ranking Member
Clarke. Thank you very much, and as well, Chairman, let me con-
gratulate you for your new leadership on this committee. To the
Under Secretary, we have had the opportunity to engage before. So
I am delighted to see you.

I live in the land of chemical plants, if you will. Many of you may
have heard of the Enterprise Products accident that occurred just
about 48 hours ago in that area surrounding Houston. As I under-
stand the media has reported, one possibly lost. That may be an
accident that had nothing to do with issues of cybersecurity, but it
does show the volatility of the region and the area.

I believe that we live in a atmosphere of “Hackers International,”
some who do it for the thrill, and some who do it to do us harm.
So I believe the urgency of this committee’s work cannot be under-
estimated.

My question, is the issue of urgency on behalf of the Federal
Government? The tools that you may need? I just saw one tool ex-
pressed, but we have been trying to work on the authority—or we
gave the authority to DHS to regulate chemical security since 2006.
In 2010, there were a minimum of 113 facilities in the Houston
area that merited some level of security in the CFATS.

These inspection delays allow facilities to operate with less than
optimal safety and security. So my question is on the sense of ur-
gency, how much or how fast or how much faster can we go? Is
there a sense of the negative impact that the cyber security viola-
tions of a bad intent may happen so much so that we can ramp up
these inspections or that we can ask publicly now, today, for more
tools to allow us to act on that sense of urgency? Mr. Secretary.

Mr. BEERS. Thank you for the question, Congresswoman. Let me
assure you that the people who are working in this area, chemical
security generally and the cyber sub-element thereof, are abso-
lutely committed to the urgency of improving America’s security.
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Ms. JACKSON LEE. Can you go to what you need to increase these
inspections or to act upon that sense of urgency?

Mr. BEERS. What we have done over the course of the last year,
is come to a better appreciation and understanding of how to accel-
erate our ability to complete the inspection process and approve im-
proved site security plans.

With respect to the cyber part of this, let me assure you that any
cyber breach that occurs today in any of these chemical facilities
or any other facility around the United States, if it is reported to
US-CERT, the Computer Emergency Readiness Team, which is
also part of NPPD, that organization will speedily provide a defini-
tion of what the problem looks like, a patch to cover that problem
in a form of remediation that prevents that problem from occurring
again.

But I also have to tell you we don’t have all of the choices that
hackers or nation-states might use to intrude into our cyberspace,
neither we nor the rest of the U.S. Government. So some of it we
can stop before it ever gets there as a firewall in your personal
computer. Others of it, we have to see it in order to prevent it.

But if we see it, and this is important, if the chemical facilities
report it to us, then we can help them fix it. More importantly, we
can prevent it from occurring more broadly than the individual fa-
cility that was affected by it.

That is why the reporting process on cyber intrusions is so criti-
cally important to dealing with these problems. Hackers invent
new ideas every day. If we don’t see it and know about it, we can’t
fix it. Thank you.

Ms. JACKSON LEE. Thank you. Mr. Chairman, thank you, and I
just want to welcome Mr. Sam Mannan, who comes from my neck
of the woods and Director of the Mary Kay O’Connor—from
Texas—Safety Center from Texas A&M University. Let me thank
you, Mr. Chairman, I yield back.

Mr. LUNGREN. Thank you, Ms. Jackson Lee, and that will con-
clude our first panel.

Thank you very much, Mr. Under Secretary, for test—excuse
me—for testifying. In our second panel, we have three distin-
guished witnesses. I think it will take just a moment to get them
to the table and set it up. Then we will proceed with the second
panel.

Once again, thank you very much, Mr. Secretary.

Mr. BEERS. Thank you the whole committee for the opportunity
to testify. I stand ready to come back, either privately or publicly
to any of you at any time.

Mr. LUNGREN. You can be assured we will take you up on that
invitation.

Mr. BEERS. I wouldn’t have made it if I didn’t mean it.

[Laughter.]

Mr. LUNGREN. We are pleased to have three distinguished wit-
nesses before us today on this important topic. Before I introduce
them, let me remind the witnesses that their entire witness state-
ments will appear in the record. We would ask that you might
summarize within approximately 5 minutes.
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We have, on our panel, Mr. Timothy Scott, Chief Security Office
for the Dow Chemical Company, testifying on behalf of the Amer-
ican Chemistry Council. Welcome, Mr. Scott.

We have Dr. Sam Mannan, Regents Professor and Director of the
Mary Kay O’Connor Process Safety Center at Texas A&M Univer-
sity. Thank you, Doctor, for being here.

We have Mr. George S. Hawkins, General Manager of the Dis-
trict of Columbia Water and Sewer Authority, and we thank you
for being here, as well.

We will start with Mr. Scott. We would ask all three of you for
your testimony in the order that I introduced you. Then after that
we will proceed with our questions, each Member receiving a 5-
minute period of time.

So Mr. Scott, thank you for being here, and we welcome your tes-
timony.

STATEMENT OF TIMOTHY J. SCOTT, CHIEF SECURITY OFFI-
CER, THE DOW CHEMICAL COMPANY, TESTIFYING ON BE-
HALF OF THE AMERICAN CHEMISTRY COUNCIL

Mr. Scorr. Thank you. Chairman Lungren, Ranking Member
Clarke and Ranking Member of the Full Committee Thompson, my
name is Timothy Scott. I am the Chief Security Officer for the Dow
Chemical Company. Dow is a member of the American Chemistry
Council, and I am speaking today on behalf of Dow and the ACC.

I have three points for consideration in your effort to secure the
Nation’s chemical facilities. First, the chemical industry has taken
aggressive action to improve our security posture voluntarily before
DHS and CFATS and now with the on-going implementation of the
standards.

Second, CFATS is in fact achieving its objectives to reduce the
number of high-risk sites and lower the risk profile of the remain-
ing high-risk sites. Third, we have gained momentum, and we need
to maintain that momentum to complete the task at hand without
further delays.

President Obama issued an Executive Order laying out regu-
latory principles that promote economic growth, innovation, com-
petitiveness and job creation. They also call for regulations that
promote predictability and use the best, most innovative, and least
burdensome tools for achieving regulatory ends.

We couldn’t agree more that we need a strong, sound, efficient
regulation that will improve security but not hinder the ability of
American companies to complete and create jobs.

Chemistry is the source of new technologies that would help cre-
ate jobs in the future, drive economic growth and achieve the goals
articulated by the President. The chemical industry employs nearly
800,000 people indirectly in high-paying, high-skilled jobs.

Safety and security are a top priority for Dow and the members
of ACC. We have demonstrated this commitment throughout our
history. We have implemented innovative process technologies in
the design and construction of new facilities, by far the most effi-
cient and logical time to achieve the maximum value in process
safety improvements.

We have initiated voluntary programs for communities and local
responders including training and information sharing. We have
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improved security measures at our sites and throughout the dis-
tribution chain.

Our focus on security is clear and evident. Before DHS and
CFATS, ACC members voluntarily adopted the Responsible Care
Security Code, a comprehensive security program addressing phys-
ical, supply chain, and cybersecurity and requiring ACC members
to perform an extensive assessment of their security risks.

Implementation of the code and the regular independent review
are mandatory for membership in the ACC. The strength of the
code is proven in its designation as a qualified antiterrorism tech-
nology under the Safety Act.

Dow along with ACC has been proactive in calling for a National
regulatory program to consistently address security across the
chemical sector. We strongly support a bipartisan legislation that
gave DHS authority to regulate chemical security and create
CFATS.

CFATS takes a well-designed risk-based approach, sets a high
bar to performance standards and holds high-risk facilities account-
able for meeting those standards. The program is predicated on the
idea that performance standards are the regulatory tool of choice
for ensuring security and its standards can be met by the facility
selecting from a variety of layered security measures that best suit
that specific facility.

This is clearly in line with the goal of the administration to es-
tablish the best, most innovative, and least burdensome tools for
achieving regulatory ends. This drives facilities to consider all po-
tential risk reduction options including potential process safety im-
provements when developing a site security plan.

After DHS approval, the result is a security plan uniquely and
appropriately designed by the site to address the specific risk
issues of that site. The bottom line is that the performance stand-
ards are met.

CFATS is yielding measurable results. DHS is screening chem-
ical facilities across the country, identifying those deemed as high-
risk. Many sites have already taken action and DHS reports the
number of high-risk facilities has already been significantly re-
duced.

It is important that we don’t lose this momentum. Dow and ACC
support the permanent reauthorization of CFATS. We believe it is
a success and meets the regulatory principles outlined by the Presi-
dent.

We have a solid foundation to address chemical security while
providing industry the flexibility needed to remain competitive and
a vital contributor to the Nation’s economy.

We believe changes to CFATS that require implementation or en-
hance scrutiny of any single-risk reduction option such as the man-
datory consideration or implementation of inherently safer tech-
nology are unnecessary and would be overly burdensome to indus-
try and to DHS.

Dow and ACC do not support mandatory consideration or manda-
tory implementation of IST or any other single-risk reduction tool.
Dow, along with the members of the ACC, are committed to con-
tinuing our aggressive risk-based approach to safeguarding Amer-
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ica’s chemical facilities. We look forward to working with DHS and
this committee. Thank you.
[The statement of Mr. Scott follows:]

PREPARED STATEMENT OF TIMOTHY J. SCOTT

FEBRUARY 11, 2011

Chairman Lungren, Ranking Member Clarke and Members of the committee, I'm
Timothy Scott, Chief Security Officer for the Dow Chemical Company. Dow is a
member of the American Chemistry Council, and I'm speaking today on behalf of
Dow and our industry association.

I would like to make three key points in my statement today that I think will
demonstrate that we have a strong foundation in place to build from when it comes
to securing the Nation’s chemical facilities:

First—The chemical industry is critical to our National economy as well as the
quality of life of our people. We recognize the historical and current risks to our in-
dustry and have taken aggressive action to improve our security posture—volun-
tarily well before the creation of DHS and the Chemical Facility Anti-Terrorism
Standards (CFATS) and continuing now with the on-going implementation of
CFATS.

Second—The implementation of CFATS to date is demonstrably achieving its ob-
jectives to reduce the number of high-risk sites and lower the risk profile of remain-
ing high-risk sites.

And third—and most important—we need to continue on this successful path,
maintain the momentum we’ve achieved and complete the task at hand without fur-
ther delays or calls for change that would result in slowing the progress being made
on chemical facility security by both DHS and the chemical industry.

Last month, President Obama issued an Executive Order which lays out a set of
regulatory principles. These principles call for a system that promotes “economic
growth, innovation, competiveness and job creation.” They also call for regulations
that promote predictability, and use the “best, most innovative and least burden-
some tools for achieving regulatory ends.”

We couldn’t agree more that we need strong, sound, efficient regulations that will
not hinder the ability of American companies to compete and create jobs.

This is particularly important for an industry like ours. Chemistry is the source
of many of the new technologies that will help create jobs in the future, drive eco-
nomic growth and achieve the goals articulated by the President during his State
of the Union including clean energy; improved infrastructure; efficient transpor-
tation options; medical advancements that bring down the cost of health care; and
even a strong defense.

And the Business of Chemistry employs nearly 800,000 people directly in high-
paying, high-skill jobs. These are the kind of jobs that not only put food on the
table, but boost consumer spending, send kids to college, allow families to own
homes, and save for retirement.

Because of our critical role in the economy and our responsibility to our employ-
ees, communities, and shareholders—safety and security continues to be a top pri-
ority for Dow and the members of ACC. And, we have actively demonstrated the
commitment to security. Throughout our history, the chemical industry has imple-
mented innovative processes and technologies to enhance safety. Starting from the
design and construction phase of new facilities—by far the most efficient and logical
time to achieve the maximum value and process safety improvements—to measures
that are implemented throughout the distribution chain, our focus on security is
clear and evident.

In 2001, ACC members voluntarily adopted an aggressive security program—al-
ready in draft form before 9/11—that became the Responsible Carer Security Code
(RCSC). The Security Code is a comprehensive security program that addresses both
physical and cybersecurity vulnerabilities, and requires ACC members to perform
an extensive assessment of its security risks. Implementation of the Code and reg-
ular independent review is mandatory for membership in the ACC. In fact, the
strength of the Code has been recognized by DHS and is designated as a qualified
anti-terrorism technology under the Safety Act.

Recognizing the important role of Government to address the risk of and thwart
terrorism, Dow, along with ACC, has been proactive in our support for a National
regulatory program to address security across the chemical sector. We strongly sup-
ported the bi-partisan legislation that gave DHS the authority to regulate chemical
security and create the Chemical Facility Anti-Terrorism Standards (CFATS).
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CFATS is by far the most robust, comprehensive, and demanding chemical secu-
rity regulatory program to date. It takes a well-designed risk-based approach, sets
a high bar through performance-based standards, and holds high-risk facilities ac-
countable for meeting those standards.

The accountability within the program drives facilities to consider all potential
risk-reduction options, including potential process safety improvements, when devel-
oping a site security plan. Just as important, it leaves the decision of how to meet
the standards to the site’s discretion and subject to DHS approval of the site secu-
rity plan. The result is a security plan approved by DHS that is uniquely and appro-
priately designed by the site to address the specific risk issues of each individual
facility and meet the performance standards of DHS.

While still in the initial implementation stages, these tough regulations are yield-
ing measurable results to manage or in some cases eliminate security risks. DHS
has screened chemical facilities across the country and identified all of the facilities
it deems are a “high-risk” for a potential terrorist attack. These facilities have been
notified of their regulatory obligations and many have already taken action. For ex-
ample, DHS reports the number of “high-risk” facilities has already been reduced
by more than 2,000.

It’s important that we don’t lose this momentum. Dow and ACC support the per-
manent reauthorization of CFATS because we believe it is a successful program that
meets the regulatory principles outlined by the President. The program has laid a
solid foundation to address security at chemical facilities while at the same time
providing industry the flexibility it needs to remain competitive and provide the in-
novative products that are vital to the Nation’s economy.

We believe any changes to the program that would require implementation or
even enhanced scrutiny of any single risk-reduction option that is available to indus-
try, such as the mandatory consideration or implementation of inherently safer tech-
nology (or “IST”), are unnecessary. The program is predicated on the idea that per-
formance standards are the regulatory tool of choice for ensuring security, as they
can be met by the facility selecting from a variety of layered security measures that
best suit that specific facility. Allowing for the imposition of a single type of risk-
mitigation measure would only serve to undermine the success of the program to
date and flies in the face of the goal of the administration to establish the “best,
most innovative, and least burdensome tools for achieving regulatory ends.” Such
a change at this critical juncture would add an unacceptable degree of uncertainty
to a program that is maturing, and place an unjustifiably large burden on chemical
facilities and DHS. Accordingly, Dow and ACC do not support mandatory consider-
ation or mandatory implementation of IST or any other single risk reduction tool.

As I have outlined in my testimony, Dow along with the members of the ACC are
committed to continuing an aggressive approach in safeguarding America’s chemical
facilities. It is in this spirit that we look forward to working alongside DHS and this
committee. Thank you for this opportunity and I am happy to answer any questions
at the appropriate time.

Mr. LUNGREN. Thank you very much.
Five minutes, Dr. Mannan.

STATEMENT OF M. SAM MANNAN, PHD, PE, CSP, REGENTS
PROFESSOR AND DIRECTOR, MARY KAY O’CONNOR PROC-
ESS SAFETY CENTER, TEXAS A&M UNIVERSITY SYSTEM

Mr. MANNAN. Thank you, Chairman Lungren, Ranking Member
Clarke, Ranking Member of the subcommittee, Mr. Thompson,
Congresswoman Sheila Jackson Lee, thank you for recognizing me
earlier and other distinguished Members of this subcommittee. My
name is Samuel Mannan, and I am the director for the Mary Kay
O’Connor Process Safety Center, a holder of the T. Michael O’Con-
nor Chair I in chemical engineering and Regents Professor at
Texas A&M University.

The center seeks to develop safer processes, equipment, proce-
dures, and management strategies that will minimize losses in the
process industry. The opinions presented during this hearing rep-
resent my personal position on these issues.
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Chemical security and protection of the chemical infrastructure
is of extreme importance to our Nation. I am pleased that the U.S.
Congress is continuing to pay attention to issues related to chem-
ical facility antiterrorism.

Hazardous materials can be grouped into three tiers of vulner-
ability categories. The first category includes stationary facilities
that are members of major industry associations. Even though
these facilities have large inventories of hazardous materials and
are quite visible, they are the best pr,epared against attacks be-
cause of voluntary programs that have been developed and imple-
mented.

The second tier of vulnerability category includes smaller and
medium-size facilities that manufacture or use chemicals but may
or may not be members of any industry associations. These facili-
ties are less visible but are also in general less prepared and more
widely distributed.

Finally, the third category of vulnerability includes all hazardous
materials that are in transit throughout the United States. In addi-
tion to being present almost anywhere in the United States at any
given time, this category represents high visibility and the highest
vulnerability.

I will limit the rest of my oral testimony to some key issues with
regard to inherent safety. It must be understood that determina-
tion of inherent safety options is a complex process and not an off-
the-shelf technology.

In some cases, a seemingly clear choice with regard to inherent
safety may create some unintended consequences. Issues such as
risk migration, risk transfer, and/or risk accumulation should be
evaluated whenever an inherent safety option is considered.

With regard to chemical facility antiterrorism standards, I have
the following specific comments. No. 1, the U.S. Congress must give
the Department of Homeland Security permanent and continued
authority to regulate chemical security in the United States.

No. 2, the use of a risk-based approach and risk tiering in evalu-
ating the vulnerability of any facility is a good approach.

No. 3, the Department of Homeland Security does not currently
have appropriate and adequate expertise to implement and enforce
inherent safety.

No. 4, despite a significant amount of work in the area of inher-
ent safety design and technology, it still remains a very complex
task to determine on a case-to-case basis what is an inherent safety
technology or approach. In many cases, a seemingly inherent safety
approach may result in unintended consequences, risk transfer,
and/or risk accumulation.

No. 5, I strongly believe that science should precede regulations.
I (%0 not believe that science currently exists to quantify inherent
safety.

No. 6, the current risk tiering of stationary sources inherently
encourages the use of IST. For example, a facility that is in Tier
1 would consider all IST options if they move the facility to Tier
3 or Tier 4.

So it could be argued that consideration of IST options is already
part of the market-driven, incentive-based approach within the cur-
rent CFATS legislation.
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In fact, I would suggest that if facilities under the current
CFATS legislation use IST approaches to change their tier designa-
tion, they should be required to prove that overall risk has been re-
duced, that unintended consequences have not been created, that
risk transfer and a risk accumulation has not occurred, and that
actions taken or proposed have not just simply resulted in the de-
parture of industry from one area to another.

In summary, I applaud the U.S. Congress for providing leader-
ship in this important area of chemical security. Inherently safer
technology is an objective that should continually be pursued but
must always be based on sound science as well as sound risk as-
sessment and management strategies.

Mandating the evaluation and/or implementation of inherent
safety options must be based on good science. Before such steps can
be taken, important issues must be resolved such as generally ac-
cepted understanding of the definition of inherently safer tech-
nology, methods for quantification of inherent safety, and methods
for evaluation of inherent safety options.

I do not believe that the current know-how and science exists to
adequately define and quantify any of these issues. Thank you for
inviting me to present my opinions, and I will be happy to answer
any questions.

[The statement of Mr. Mannan follows:]

STATEMENT OF M. SAM MANNAN

FEBRUARY 11, 2011
INTRODUCTION

My name is M. Sam Mannan and I hold a BS, MS, and PhD in chemical engineer-
ing. I am a registered professional engineer in the States of Louisiana and Texas
and I am a certified safety professional. I am a Fellow of the American Institute
of Chemical Engineers and a member of the American Society of Safety Engineers,
the International Institute of Ammonia Refrigeration, and the National Fire Protec-
tion Association. I am Director of the Mary Kay O’Connor Process Safety Center,
holder of the T. Michael O’Connor Chair I in Chemical Engineering, and Regents
Professor of Chemical Engineering at Texas A&M University. The Center seeks to
develop safer processes, equipment, procedures, and management strategies that
will minimize losses in the process industry. My area of expertise within the chem-
ical engineering discipline is process safety. I teach process safety engineering both
at the undergraduate and graduate level. I also teach continuing education courses
on process safety and other specialty process safety courses in the United States and
overseas. My research and practice is primarily in the area of process safety and
related subjects. The opinions presented in this document represent my personal po-
sition on these issues. These opinions are based on my education, experience, re-
search, and training.

Chemical security and protection of the chemical infrastructure is of extreme im-
portance to our Nation, and I am pleased that the U.S. Congress is continuing to
pay attention to issues relating to Chemical Facility Anti-Terrorism. I have provided
testimony previously on this subject to the U.S. House of Representatives Sub-
committee on Transportation Security and Infrastructure Protection of the Com-
mittee on Homeland Security, on December 12, 2007 and the U.S. Senate Homeland
Security and Governmental Affairs Committee on March 3, 2010. Since then, I have
continued to study various issues related to inherent safety and the implementation
of inherent safety. While we have gained additional insight about inherent safety
issues, my opinions remain much the same as then.

BACKGROUND

Hazardous materials can be grouped into three tiers of vulnerability categories.
The first category includes the stationary facilities that are members of major indus-
try associations. Even though these facilities have large inventories of hazardous
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materials and are quite visible, they are the best prepared against attack because
of voluntary programs that have been developed and implemented. The second tier
of vulnerability category includes smaller and medium-sized facilities that manufac-
ture or use chemicals but may or may not be members of any industry associations.
These facilities are less visible, but are also, in general, less prepared and more
widely distributed. Finally, the third category of vulnerability includes all hazardous
materials that are in transit (by whatever means) throughout the United States. In
addition to being present almost anywhere in the United States at any given time,
this category also represents high visibility and the highest vulnerability. It could
also be argued that this category is the least prepared to deal with intentionally
caused catastrophic scenarios.

Some pertinent subjects of interest with regard to attacks on the chemical infra-
structure are: Active protection measures; passive protection measures; vulner-
ability analyses, response, and recovery plans; and long-term needs and priorities.
Active protection measures include increased security, limited access to facilities,
and background checks. Examples of passive protection measures include develop-
ment of exclusion areas and process and engineering measures.

Vulnerability analysis, response, and recovery plans are needed not only to help
devise the prevention and protection plans, but also to develop the response and re-
covery plans. In this respect, it must be mentioned that most of the large, multi-
national facilities that are members of major industry associations have voluntarily
conducted some form of vulnerability analysis. What is not clear is whether these
analyses have been used to integrate planning for response and recovery efforts in
coordination with local agencies and the public. One very stark lesson from the
9/11 events is that the “first” first-responders are usually members of the public.
Additionally, area- and region-specific vulnerability analysis and assessment of in-
frastructure availability for response and recovery have not been conducted. Finally,
a National vulnerability analysis and assessment of infrastructure availability for
response and recovery is a critical need.

Whether natural or man-made, disasters will continue to happen. However, as we
have seen with the 9/11 events, Hurricanes Katrina and Rita, and chemical inci-
dents such as the Bhopal disaster, planning and response is crucial in being able
to reduce the consequences and to recover from the disaster more rapidly. In this
regard, it is essential to conduct vulnerability analysis, response, and recovery plan-
ning at the following three levels:

e Plant-specific vulnerability analysis and assessment of infrastructure avail-
ability and preparedness for response and recovery is needed. As mentioned ear-
lier, most of the large multi-national facilities that belong to prominent industry
associations have voluntarily conducted some form of vulnerability analysis.
What is not clear is whether these analyses have been used to integrate plan-
ning for response and recovery efforts in coordination with local agencies and
the public.

e Area- and region-specific vulnerability analysis and assessment of infrastruc-
ture availability for response and recovery should be conducted. Each area- and
region-specific analysis should include an assessment and planning for evacu-
ation and shelters.

e National vulnerability analysis and assessment of infrastructure availability for
response and recovery is critically needed. In doing this National analysis, im-
pact on international issues and criteria should also be considered.

Inherent safety options can be considered; however, it must be understood that
determination of inherent safety options is a “complex process” and not an “off-the-
shelf technology”. We must be aware of the differences in implementing inherent
safety options for existing plants, as compared to new plants. Also, in some cases,
a